BO QUOC PHONG CONG HOA XA HOI CHU NGHIA VIET NAM
Poc lap - Te do - Hanh phuc

S4: 161/2016/TT-BQP Ha Noi, ngay 21 thang 10 ném 2016

THONG TU
Ban hanh Quy chuin k§ thuit qudc gia vé mat mi dan sw
st dung trong linh viee ngin hang

Cén etk Ludt Tiéu chudn va Quy chudn ky thudt ngay 29 thang 6 nam 2006,

Can cu Ludt An toan thong tin mang ngay 19 thang 11 ndm 2015;

Cén cik Ludt Chdt heong sdn pham, hang héa ngay 21 thdang 11 nim 2007,

Can cie Nghi dinh s6 127/2007/ND-CP ngay 01 thang & ndm 2007 cua
Chinh phi quy dinh chi tiét thi hanh mgt s6 diéu cuia Luat Tiéu chudn va Quy
chuén ky thudt,

Can cir Nghi dinh s6 09/2014/ND-CP ngay 27 thang 01 ndm 2014 cua
Chinh phv quy dinh chitc ndng, nhiém vu, quyén han va co céu 16 chite ciia Ban
Co yéu Chinh phi;

Céan cit Nghi dinh sé 35/2013/ND-CP ngay 22 thang 4 nam 2013 cua
Chinh phit quy dinh chiic ndng, nhiém vy, guyén han va co cdu 16 chite ciia BS
Quéc phong;

Theo dé nghi ciia Trudng ban Ban Co yéu Chinh phit;

B truong Bo Quéc phong ban hanh Théng tie ban hanh Quy chudn Iy
thudt qubc gia vé mdt ma dan sie sir dung trong [inh viec ngdn hang.

Piéu 1. Ban hanh kém theo Thong tu nay Quy chuan ky thuat quéo gia vé
mét ma dan su st dung trong linh vie ngén hang:

1. QCVN 4 :2016/BQP, Ma hda dit liéu sit dung trong Iinh virc ngén hang;

2. QCVN 5 : 2016/BQP, Chit ky s sir dung trong linh virc ngén hang;

3. QCVN 6 : 2016/BQP, Quan ly khoa st dung trong iinh vure ngan hang.

Piéu 2. Thong tr ndy cé hiéu luc thi hinh ké tir ngay 09 thang 12 nim 2016.

Piéu 3. Truong ban Ban Co yéu Chinh phu, Thu trudng cac co quan, don
vi, 6 chirc va c4 nhan c6 lién quan chiu trach nhiém thi hanh Théng tu ndy./ e

Noi nhan:
- Chinh phu (dé bao cao);
- Thu tuéng Chinh pha (d& béo co);
- Cac B9, co quan ngang B6, co quan thugc Chinh phl;
- UBND cac tinh, thanh phd tryc thude Trung wong;
- Tha trudng BQP, CN TCCT;
- Ban Co yéu Chinh phu;
- Cyc Tiéu chudn - Do ludng - Chét lxong/BQP;
- Cuc Kiém tra van ban QPPL B§ Tu phap;
. - Céng béo, Cong TTDTCP;
- Cbng TTPTBQP;
- Vu Phip ché/BQP;
- Lwu: VT, BCY; HT110.

Pat twéng Ngb Xuén Lich
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Loi ndi dau
QCVN 4 : 2016/BQP do Cuc Quan Iy mat ma dan sy va Kiém dinh san
phdm mat ma — Ban Co yéu Chinh phi bién soan, Ban Co yéu Chinh phd
trinh duyét, B& Khoa hoc va Céng nghé thdm dinh va dvoc ban hanh theo

Théng tw sbé 161/2016/TT-BQP ngay 21 thang 10 n3m 2016 cla Bo
tredng Bd Quoc phong.
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QUY CHUAN KY THUAT QUOC GIA
VE MA HOA DU LIEU SU? DUNG TRONG LINH VIFC NGAN HANG

National technical regulation on data encryption used in banking

1. QUY D|NH CHUNG
1.1. Pham vl &iéu chinh
Quy chuln ky thuat qudc gia nay quy dinh mirc gi&i han vé dic tinh ky thuat mat ma cla cac

thuat toan ma héa d ligu ding trong cac san pham mat ma dan sy st dung trong Iinh vige
ngan hang.

1.2. Dbi twgng 4p dung

Quy chudn nay ap dung dbi vdi cac doanh nghiép kinh doanh san pham, dich vy mat ma dan

si trong finh vige ngén hang; céc té chirc tin dung (trir quy tin dung nhan dan co s& co tai

san duwdi 10 ty, t& chipc tai chinh vi mé) str dung san pham, dich vu mé4t ma dan sw.

1.3. Tai ligu viégn dan
Recommendation for Random Number Generation Using Deterministic Random Bit
Generators, NIST SP 800-90A Rev. 1, National Institute of Standards and Technology,
June 2015. (Khuyén cédo cho bd sinh sb ngdu nhién str dung b sinh bit ngdu nhién tat
dinh, NIST SP 800-90A Rev. 1, Vién tiéu chun va ¢dng nghé quéc gia (My), thang 6 nam
2015).

- TCWVN 7876.2007 Cdng nghé thong tin — Ky thuat mat ma — Thu&t toan ma d@ liéu AES.

- TCVN 11367-3:2016 (ISO/IEC 18033-3:2010) C6ng nghé théng tin — Cac ky thuat an toan
— Thuat toan mat ma — Phan 3; M4 khéi.

- ISO/IEC 10116:2006 Information technology — Security technigues -- Modes of operation
for an n-bit block cipher.

- ISO/IEC 9797-1.2011 Information technology -- Security techniques -- Message
Authentication Codes (MACs) - Part 1: Mechanisms using a block cipher.

1.4. Giai thich tir ngl¥

Trong Quy chuan nay, cac tir nglr dwdi day dwoc hidu nhie sau:
1.4.1.

Thong tin khong thuéc pham vi bi mat nha nwée

L& théng tin khong thudce ndi dung tin “tuyét mat", “t6i mat” va “mat* deoc quy dinh tai Phap
lénh Bao vé bi mat nha nwéc ngay 28 thang 12 nam 2000.

1.4.2.
Mat ma

La nhirng quy tac, quy wéc riéng ding @& thay ddi hinh thirc biéu hién théng tin nham bao
dam bf mat, xac thyee, toan ven cua ndi dung théng tin.
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1.4.3.
Mat ma dan s
LA ky thuat mat ma va san phdm mat ma duwoc s dung d& bao mat hosc xac thye §bi voi
thong tin khong thudc pham vi bl mat nha nwéc.
1.4.4.
San phim mat ma dan sw

LA cac tai liéu, trang thiét bj ky thuat va nghiép vy mat ma dé bao vé théng tin khang thudc
pham vi bf méat nha nwéc.

1.4.5.

Ky thuat mat ma

L& phwong phéap, phwong tién c6 (ng dung mat ma dé bao vé théng tin.

1.4.6.

Ma héa

Phép bién ddi (kha nghich) d@ liéu bdi thuat toAn mat ma dé tao ra ban ma, tirc 1a gidu noi
dung thdng tin cla d liéu.

14.7.

Giai ma

Phép toan nguwece véi phép ma hoa twang rng.

1.4.8.

Ma khoi

Hé mat dbi xtrng v&i tinh chat 13 thuat todn ma hoda thao tac trén mét khéi cha ban rd, nghia
|a trén mot xau bit cé dd dai xac dinh, két qua cho ra mét khéi ciia ban ma.

1.4.9.

Ma dong

Hé mat d6i x(rng vai tinh chét 1a thuat todn ma héa bao gdm td hgp mét day cac ky ty cla
ban ré v&i day cac ky tw clia khoa dong, mbi 1An mot ky tw, s¢ dung mét ham kha nghich.
1.4.10.

Khéda

DAy cac ky tir diéu khién sy van hanh cda cac thuat toan mat ma (vi dy, phép ma hoa, giai
ma).

1.4.11.
Khéa dong

Day c4c ky tw gia ngiu nhién bl mat, dwoc st dung bdi cac thuat todn ma hbda va giai ma
clia ma dong.
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1.5. Cac ky higu

»;

&<

amodn

do dai tinh bang bit ctia ban ré/ban ma dbi véi ma khoi
ham m3a hbda véi khda K
ham gidi ma v&i khéa K

s vong cua thuat todn AES, bing 10,12 hodc 14 d& chon dd dai khéa
twong ng 128, 192, hoac 256 bit .

S6 cac cdt (cac tlr 32 bit) tao nén Trang thai.

phép toan logic XOR trén xau bit, nghTa 14 néu A va B Ia hai xau cling
d6 dai thi A® B 1 xau bit bao gdm cAc bit 1a két qua phép toan logic
XORcla AvaB

phép nhan hai da thirc (mbi da thivc c6 bac bé hon 4) theo mod x* + 1

phép toan logic AND trén xau bit, nghta 1a néu A va B |a céc xau bit
cung d6 dai, thi A A B la xau bit dwgc tao tr phép toan logic AND cac
bit twong trng clia A va B.

phép toan Jogic OR trén xau bit, tic néu A va B 1a hai xau bit cung 6
dai, th1 4 v B 1a xau bit gdm céc bit 1& két qua clia phép toan logic OR
cla AvaB.

phép ghép cac xau bit

phép nhan trén triedng hru han

phép dich vong sang trai i bit.

phép dich vong sang phai i bit

phép bl bit clia x

v&i cac sb nguyén a va n, amod n ky hiéu sb dw (khéng am) trong

phép chia a cho n. M6t cach twong dwong, b = amodn néu b 14 sb
nguyén duy nhat thda man cac diéu kién sau:

)0sSb<n
(ii) (b — a) & boi sb nguyén clan

phép cdng trong s6 hoc mé-dun, nghfa 1a néu A va B |1a hai x4u t-bit thi
A B B duoc xac dinh bing (A + B)mod 2¢

phép trir trong s& hoc ma-dun, nghta (& néu 4 va B 14 hai xau tbit thi A
B8 B dwoc xac dinh bing (A — B)mod 2¢



QCVN 4 : 2016/BQP

2. QUY BINH KY THUAT
2.1. Quy djnh chung
- Quy djnh chi tiét vé nguén ngau nhién:

Cé4c sb ngiu nhién dwoc st dung cho cac myc dich khac nhau nhw d8 sinh cac tham sé mat
ma, cac khéa mat ma, cac gia tri ngdu nhién ding mét 14n va cac gi4 trj thach dé xac thyc.

M6t sé bo sinh bit ng8u nhién tat dinh DRBG dwgc chép thuan dé s dung theo quy dijnh
chung bao gdm: HASH_DRBG, HMAC_DRBG va CTR_DRBG.

CAc b6 sinh bit ngdu nhién RBG tuan theo SP800-90A phién ban slra ddi lai ndm 2015 dé
sinh bit ngdu nhién cting dwgc chap thuan dé st dung tiép.

2.2. Ma khéi

Trong Quy chuan nay quy dinh 3 loai ma khéi 4p dung cho viéc ma héa dib lidu dé bdo vé
théng tin trong finh virc ngan hang.

D& dai khdi Tén thuit toan Do dai khoa quy dinh ap
dung
64 bit TDEA Khéng nhd hon 192 bit
AES Khéng nhd hon 256 bit
128 bit
Camellia Khéng nhd hon 256 bit

2

- Quy dinh vé ngwéng thoi gian va do an toan khoa cu thé:

D an toan theo bit | Thuat toan ma khdi | Thei gian st dung quy djnh

112 3TDEA Pén cudi nam 2030
AES-256

256 T n3m 2030
Camellia-256

2.2.1. TDEA - Thujt toan ma dir ligu bdi ba

Trong Quy chuén nay thuat todn ma de liéu bdi ba (TDEA-Triple Data Encryption Algorithm)
xtr ly cac khéi d@ liéu 64 bit, sir dung khdéa mat ma cé dé dai khéng nhd hon 192 bit.

Phép ma hoa/giai ma TDEA la phép toan ghép cac phép toan ma hoa va giai ma DES. Khéa
cia TDEA gdm ba khéa Ky, K, va K; 1a nhitng khéa DES khac nhau (K, # K;, K, # -
K3 va K3 F* K]_)

2,2.1.1. Phép ma héalgiai ma TDEA
2.2.1.1.1. Cac dinh nghta ma hda /giai ma
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TDEA dugc xac djnh theo thuat ngl clia phép toan clia DES, & day E, |4 phép toan ma héa
cta DES v&i khéa K va Dy 14 phép gidi ma clha DES véi khda K.

2.2.1.1.2. Phép mi héa

Phép bién dbi khdi P co do dai 64 bit thanh khoi € c6 dd dai 64 bit dwoc xac dinh nhe sau:
€= EK3(DK2(EK1(P)))-

Phép ma hoéa/giai ma DES dwoc mé ta tai Phy lyc A clia Quy chudn nay.

P | Banr1d 64 bit

M3 héa DES K

Giii ma DES — K,
|
|
|
[ K

M3 hoa

Hinh 1: Sor @6 phép mad héa TDEA
2.2.1.1.3. Phép giai ma TDEA
Phép bién ddi khéi C cé @6 dai 64 bit thanh khdi P c6 dd dai 64 bit droc xac dinh nhur sau:
P = Dy, (Ex,(Dk, (C))).
Phép ma héa/gidi ma DES duge md ta tai Phy luc A cia Quy chuadn nay.
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P| Bani1o

64 bit

Giai md DES

G1ai ma

K, M héa DES
|
|
K, ——>| Gisi maDES
L
‘B ma 4 bit

2.2.1.2, Chu trinh khéa

Hinh 2: So dé phép giai ma TDEA

Phan Irgc dd khoa DES dwroc mé ta tai Diéu A.5.
2.2.1.3. Ché d% hoat dong ciia TDEA

Cac ché d6 hoat déng clia TDEA dwoc quy dinh tai Myc 2.3 clia Quy chuan nay.

2.2.1.4. Khéa
D6 dai khéa sir dyng trong ma khéi TDEA dwc quy dinh:
| A gn: L
D dai khdi Tén thuat toan D0 dai khéa quy djnh ap
dung
64 bit TDEA Khéng nhé hon 192 bit

2.2.1.4.1. Cac yéu cau vé khoa
Déi v&i cac ché A8 hoat déng ctia ma khdi TDEA, 3 khéa mat ma (K;, K, va K3) xac djnh khoa

cho hé mat TOEA cén:
a. Phai dwgece gitk bi mat.

b. Bwroc sinh ra sl dung bd sinh bit ngdu nhién dwgc quy dinh trong phan 2.1 cla Quy

chuan nay.

c. LA cac khdéa mat ma khac nhau.
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d. Dam bao toan ven ma médi khéa khéng bj thay ddi trai phép ké tir khi dwoc sinh ra, gl di
hodc dwgc lwu trir bdi mot thye thé c6 thdm quyén.

e. Duge sir dung theo thir ty thich hgp theo quy dinh bdi ché d6 hoat dong riéng biét.

f. Khéng sir dung d& ma héa nhiéu hon 232 khéi d@ liéu 64-bit.

g. Khéng str dung cac khéa yéu va ban yéu (Buroc quy dinh tai Diéu 2.2.1.4.2).

2.2.1.4.2. Khéa yéu

Doi v&i thuat toan DES c6 mot sé khéa mat ma dwoc coi 1a yéu khi st dung. Viéc sz dung

cac khéa yéu nay anh hwdng dén dd an toan cta thuat toan TDEA. Cac khéa yéu khéng
dwgc str dung trong thuat toan TDEA duwgc liét ké dwdi day (theo dinh dang th@p luc phéan):

01010101 01010101
FEFEFEFE FPEFEFEFE
EOEOEOEO F1F1F1F1
1F1F1F1F OEQOEOQOEOQE
Mét sb cap khoa khi ma héa thi ban rd va ban ma (a gibng hét nhau va cing khéng duoc sir
dung. Cac khéa ban-yéu db [a (theo dinh dang théap luc phan):
011F011FO010E010E va 1F011F010E010EQO1
01EO01EO001F101F1 va EOO1EOO1F101F101
OlFEOL1FEOLFEOLFE va FEOLFEOLFEOLFEO1
1FEO1FEOOEF10EF1l va EOlFEOL1FF1l0EF10E
1FFE1FFEOEFEOEFE va FE1FFELFFEOEFEOQE
EOFEEOFEF1FEF1FE va FEEOFEEOFEF1FEF1

Ngoai ra con 48 khéa sau chi tao ra 4 khoa con khac nhau (thay vi 16 khoa con khac nhau)
va cling khéng dwgc str dyng. D6 la cac khéa sau (theo dinh dang thap luc phany):

01011F1F01010EOE 1F1FO01010EOEO0101 EOEO1F1FF1F10EQE
0101EOEO0O0101F1F1 1F1FEOEOOEOEF1F1 E0EOFEFEF1F1FEFE
0101FEFEO101FEFE 1F1FFEFEOEOEFEFE EOFEOL11FF1FEOL1OQE
011F1F01010EO0E01 1FEOO1FEOEF101FE EOFE1FO1F1FEOEO1
O11FEOFEO10EF1FE 1FEOEQO1FOEF1F10E EOFEFEEOF1FEFEF1
011FFEEOO10EFEF1l 1FEOFEO1OEF1FEO1 FEO101FEFEO101FE
OlEO1FFEO1F10EFE 1FFEO1EOOEFEO1F1 FEO11FEOFEO10EF1
FEOIEOLFFEO1F10E 1FFEEQO10EFEF101 FEIFO1lEOFEOEOLF]
O01EOEO0101F1F101 1FFEFE1FOEFEFEOE FE1FEOOL1FEOEF101
OlEQOFE1FO1F1FEOE EOO101EOF10101F1 FE1F1FFEFEOEOEFE

10
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O1lFE1FEOOL1FEOEF1 EGO1lFFEF1010EFE FEEOO11FFEF1010E
O1lFEEQO1FO1FEF10E EOO1FE1FF101FEOE FEEO1FO1FEF10EQ1L
O1FEFEO101FEFEO]1 EO1FO1FEF10EO1FE FEEOEOFEFEF1F1FE
1F01011FO0E01010E EO1F1FEOF10EOEF1 FEFEO101FEFEQL101
1FO1EQFEQEOL1F1FE EOL1FFEO1F10EFEO1 FEFE1F1FFEFEOEOE
1FO1FEEOOEQOIFEF1 EOEO00101F1F10101 FEFEEOEOFEFEF1F1

CHU THICH: Céc khoéa yéu va khéa ban-yéu dugc ligt ké & trén duwgc biéu dién véi tinh 1& va
dworc chira trong phan ngodi cling bén phai ctia méi byte.

2.2.2. AES

D6i véi thuat toan AES, dd dai cha khéi dAu vao, khdi dAu ra va Trang thai déu 1a 128 bit.
Nhir vay Nb = 4 (4 sb lgng cAc tir 32 bit (s cbt) ctia Trang théi.

Trong Quy chudn nay thuat toan AES, dé dai Khéa ma K quy dinh &p dung la 256 bit. D§ dai
khéa dwqc biéu dién béing mét sé Nk = 8 thé hién sb lrong cAc tir 32 bit (sd cot) clia Khoa
mé&. S vdng trong qué trinh thiec thi thuat toan AES (dwgc ky higu la Nr) v&i khda do dai
256 bit la Nr = 14.

Quy chudn nay quy djnh cu thé céc gia tri dwge phép diing cho dé dai khéa (Nk), kich c&
khdi (Nb) va sb lwgng vong lap (Nr) nhw Bang 1.

D& dai khoa | Do daikhéi | Sb vong
(Nk tie) (Nb ttr) (N7)
AES-256 8 4 14

Bing 1: Cac td hgp Khéa - Khéi - Vong
2,2.2.1. Phép ma héalgiai ma AES

Pébi v&i ca hai Phép ma hoa va Phép gidi ma, thuat toan AES slr dyng ham vong bao gom
bbn phép bién ddi khac nhau trén byte:

1) Phép thay thé byte s(r dung bang thay thé (S-box).

2) Dich hang ctia mang Trang thai bing cac offset khac nhau.
3) Tron di liéu trong mbi cot clia mang Trang théi.

4) B sung khba véng vao Trang thai.

2.2.21.1. Phép ma hoa AES

Thuat todn AES gdm mot day cac phép toan dwgc thirc hién trén mang hai chidu cla céc
byte, dwoc goi 1a Trang thai. Trang thai gdm bén dong byte, mdi dong chira 4 byte. Trong
mang Trang thai dwoc ky hiéu bing s, mdi byte riéng biét c6 hai chi sb v&i sb ddng r v&i 0 <
r<4vashcotc, v&i 0 < c<4. Trang thai degce ky hidu 1a S = (s;.0).

11
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Khi bAt dAu qua trinh ma hoéa, 16 byte clia Trang thai dwoc khdi tao véi p; byte ban r3, tinh
ter trén xudng dwéi va ter trai sang phai va dwge minh hoa trén Hinh 3.

Po | ps | pa | piy So0 | So1 | So2 | Soga

1 Ps Pg P13 S1,0 S11 S12 | Si3

P2 | Ps | Pig | Pra | —> | Sao | Sax | S22 | Saa
Pz | Pz | P11 | Pis S0 | S31 [ Saz | Saas

Hinh 3: Kh&i dau Trang thai

Sau khi coéng khoa véng ban dau, Trang thai dwc bién ddi bing cach thire thi ham vong Nr
Jan, v&i vong cudi khac mat it véi Nr — 1 vong du. N&i dung cubi cting clia Trang thai chinh
la ban ma d3u ra .

Phép ma héa day du c6 thé dwge mé ta nhw sau:
(1) S = AddRoundKey (P, W,)
(2) Fori=1toNr—1
S = SubBytes (5)
S = ShiftRows(S)
S = MixColumns($)
§ = AddRoundKey (S, W,)
(3) S = SubBytes (S),S = ShiftRows(S)
(4) C = AddRoundKey (S, Wy,)

Céac phép bién ddi rieng biét SubBytes(), ShiftRows(), MixColumns(), AddRoundkey() xit
li Trang thai va dwgc mé ta tai Phu luc B. TAt ca Nr vong déu gidng nhau, trir véng cudi cing
khéng chira phép bién ddi MixColumns(). Trong phép to4n & trén, mang W; chira cac khéa
véng dwrgre md ta tai Digu 2.2.2.2.

2.2.2.1.2. Phép giai ma AES

T4t ca cac phép bién ddi str dyng trong cac phép ma héa déu kha nghich. Khi thiee thi phép
gidi ma, day cac phép bién ddi dwec st dung trong phép ma héa van duwgc duy trl, nhieng
thay bing cac phép bién ddi ngroc nhir sau.

Phép gidi ma ddy du cé thé mo ta nhw sau:
(1) § = AddRoundKey (C, Wy,)
(2) fori=Nr —1ldownto1l
S = ShiftRows™(S)
S = SubBytes~(S)
§ = AddRoundKey(S,W;)
§ = MixColumns™1(S)
(3) S = ShiftRows™*(S)
12
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S = SubBytes™*(S)
(4) P = AddRoundKey(S, Wp)

Céac phép bién ddi SubBytes (), ShiftRows (), MixColumns™() thuwc hién x& li Trang
thai. Tat cd Nr véng ddu gidong nhau, trr vong cubi khéng chira phép bién ddi
MixColumns™().

Cé4c phép bién ddi SubBytes~1(),ShiftRows™(), MixColumns~() thyc hign x( |l Trang thai
va duree mé ta tai Phu luc B. T4t cd Nrvong déu gibng nhau, trir vong cuéi khéng chira phép
bién ddi MixColumns™*(). Viéc tinh c4c khda vong W; dwrge mé ta tai Didu 2.2.2.2.

2.2.2.1.3. Quy djnh vé S-Box va S-Box nghich dio trong AES

a) S-Box
Y

of 1 2| 3 4 5| 6/ 7/ 8 9 al bl ¢ dl el f

O 63| 7¢| 77| 7b| f2| 6b| 6f] c5| 30| 01| 67| 2b| fe| d7| abl 76

1] ca| 82| c9| 7d| fa| 59| 47| fO| ad| d4| a2| af| 9c| a4| 72| <O

2| b7| fd| 93| 26| 36| 3f| 7| cc| 34| a5| e5| f1| 71| dB| 31| 15

3| 04| c7| 23| c3]| 18| 96| 05 9a| 07| 12| 80| e2| eb| 27 b2| 75|

4 09| 83| 2¢| 1a| 1b| 6e| 5a| a0| 52| 3b| d6| b3| 29| e3| 2f| 84

5 53| d1| 00| ed| 20| fc| b1l 5b| 6a| cb| be| 39| 4a| 4c| 58| cf

6l dO| ef| aa| fb| 43| 4d{ 33| 85| 45| f9| 02| 7f| 50| 3c| 9f| a8

7! 51| a3| 40| 8f| 92| 9d| 38| f5| bc| b6l da| 21| 10| ff| f3| d2

« | 8| cd| Oc| 13| ec| 5f] 97| 44| 17] c4| a7| 7e| 3d| 64| 5d| 19| 73
9] 60| B1| 4f| dc| 22| 2a| 90| 88| 46| ee| b8| 14| de| 5e| Ob| db

a| e0| 32| 3a|l 0a| 49| 06| 24| 5¢| c2| d3| ac| 62| 91| 95| e4| 79

bl e7| c8| 37| 6d| 8d| d5| 4e| a8| 6c| 56| f4| ea|l 65| 7a| ae| 08

c|] ba 78| 25| 2e| 1c| a6| b4| cB| e8| dd| 74| 1f| 4b| bd| 8b| Ba

dl 70| 3e| b5| 66| 48| 03| f6| Oe| 61| 35| 57| b9| 86| c¢1| 1d| 9e

el el| f8, 98| 11| 69| dS| 8e| 94| 9b, 1e| B7 eS| ce| 55| 28| df|

f| 8c| a1] 89| od| bf| e6| 42| 68| 41| 99| 2d] oOf| bo| 54] bb| 16

Bang 2: S-Box: céc gié trj thay thé cho byte {xy) (theo dang thip luc phin)
b) S-Box nghich dao

1

S{a|bflcld|e]|f]
40| a3| 9e| 81| f3| d7| b
8e| 43| 44| c4| de| e8| cb
4c| 95| Ob| 42| fa| c3| 4e
5b, a2| 49| 6d| 8b| d1, 25
a4| 5¢| cc| 5d| 65| bB| 92

y

0| 112 [3]4
52| 09| 6a| d5| 30 ab| 38
7c] e3]| 39[ 82| 9b ff| 87

516 [ 7
36
2f
54| 7b| 94 32| a6 c2| 23| 3d
d9
68

08| 2e| a1| 66| 28 24| b2
72| f8| f6| 64| 86 98| 16
6¢c| 70| 48| 50| fd| ed| bS| da 16| 46| 57| a7| 8d[ 9d| 84
90| d8| ab| 00| 8c| bec| 43| Oa e4, 58| 05| bB| b3| 45| 06
d0| 2c| 1e| 8f| ca| 3f| Of] 02| c¢1| af| bd| 03] 01| 13| 8al 6b
3a| 91| 11| 41| 4f| 67| dc| ea| 97| f2| cf| ce| 0| bd4| e6| 73
96| ac| 74| 22| e7| ad| 35| 85| e2| f9, 37| e8| 1c| 75| df| 6e
47| f1| 1al 71| 1d| 29| c5| 89| 6f| b7| 62| Oe| aa| 18| be| 1b
fc| 56| 3e| 4b| c6| d2| 78| 20| Sa| db| cO| fe| 78| cd| 5a| f4
1f| dd| a8| 33| 88| 07| c7| 31| b1| 12| 10 59| 27| 80| ec| 5f
60 51| 7f| a9| 19| b5| 4a| 0Od| 2d| e5| 7a| Sf| 93| c9] 9c| ef
a0| e0| 3b| 4d| ae| 2a| 5| bO| ¢8| eb| bb| 3c| 83| 53] 98| 61
17| 2b| 04| 7e| bal 77| d6| 26| e1| 69] 14| 63| 55| 21| Oc| 7d

Bing 3: S-Box nghijch: thay thé cac gia trj theo byte {xy} (dang thap lyc phin)
13

7R |28 [R[=®

>
| O |0 T [©|s|N]|InAS|WIN|AIO
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2.2.2.2. Chu trinh khéa

Thuat todn AES nhan khéa mat ma K va thyc hién thi tyc mé réng khéa dé tao ra lwge dd
khoéa. Viéc mé rdng khoda tao ra tdng cdng 4(Nr + 1) tir: Thuat toan doi hoi tap khdi ddu gdm
4 tir, vd mdi vdng Nr vong doi hdi 4 tir dir liéu khoéa. Lirge d6 khda nhan dwec |a mét mang
tuyén tinh gdm céc tir 4-byte, ky hiéu la wy, v&i j ndm trong khoang 0 < j < 4(Nr + 1).
Phép m& réng khda ddy do cho AES-256 c6 thé dwge mé ta nhw sau:
(1) [Wo,Wl,Wz'W3] = Ko, [W4,W5,W6‘W7] = Kl’ Nk=38
(2) for j= Nkto 4(Nr + 1) - 1:
if (j mod Nk = 0) then
wy = Wi_ne @D SubBytes® (ShiftColumn(w}_l)) @ R/Nk¢
else if (f mod Nk = 4) then
wj = Wij_nx @D SubBytes®(w;_,)
else
Wi = Wk D Wi
W= [W(4'i)» W(sriva), W(4'l+2)AW(4'i+3)] for0<i<Nr.
Trong phép toén trén K, va K, biéu thj hai ni¥a clia khoa mat ma K 256-bit.
2.2.2.3. Ché a6 hoat ddng clia AES
Céc ché dd hoat ddng cuia AES duwoc quy djnh tai Myc 2.3 ciia Quy chuan nay.
2.2.2.4. Khéa
D6 dai khéa s dung trong ma khéi AES dwoc quy dinh

Do dal khéi Tén thuat toan B0 dal khoa quy djnh ap
dung
128 bit AES Khang nhé hon 256 bit
2.2.3. Camellia

Trong Quy chuan nay thuat toan ma déi xieng Camellia xt [i cac khdi 128 bit, st dung khoéa
mat ma dd dai khdng nho hon 256 bit.

2.2.3.1. Phép ma héalgiii ma Cameliia
2.2.3.1.1. Phép ma héa Camellia

Qué trinh ma héa v&i khéa 256-bit fam viéc trén 24 vong, dwoc chi ra trén Hinh 4. Phép bién
ddi khéi 128 bit P vao khdi 128-bit ¢ duoc dinh nghia nhw sau (L va R 1a céc bién dd dai 64
bit, kw, k va kil 13 cac khéa véng 64 bit):

(1) Lo I Rg = PB(kw, 1l kw,)
(2) fori = 1to 24:
Li = F(Li—y ki) D R4
Ry=1Liy

14



if ({=6 or12 or 18) then
Ly =FL(Ly klijz-q)

i = FL"Y(Ri, kly /)
(3) C = (Rps®kws) I| (L24Bkw,)

3
‘l
‘\
kykyky | \
k, Kk K, 6 vong \
K, Lo | | Rt le—
kll‘kl "H‘
kll‘tl:'tll—j GVbng
K, | | Ft e i,
kl.’k.‘l't.‘l' N
k.‘)’t.‘J}.‘l ] G VOI'IR
L,, ]>—<‘ Ry
. Y
tw, —P P—1in,

k, &y k.
k‘ "}‘*l.ﬁ.

L

‘g

kw, —’4’3 é'}~_ kw, ]

) o
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Hinh 4: Thi tuc ma hoéa Camellia cho khéa 256 bit

15
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2.2.3.1.2. Phép giai ma Camellia

Qua trinh gidi ma cho khéa 256 bit dwgc chi ra trén Hinh 5, va 14 nhw nhau trong phép méa
héa, chi khac 13 vj tri va thir ty cac khoa véng dwgce dao ai.

Phép gidi ma dwgc xac djinh nhwe sau:
(1D Ry 1 Ly = C B (hws |l kewsy)
(2) fori = 24 down to 1:
Ry =F(R, k) ® L
Li-y =Ry
if (i =19 or13 or7)then
Ri—y = FL(Ry—1, kl(i-1y/3)
Liy = FL7*(Li—y, klg-3)/3-1)
(3) P = (Lo@kwy) | (Ro@®kw)

16
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(&
b
kw, —’éa € kw, e
R, 1 | L, /—/,..-—*
kb, ko B vé
287707 22 vong
le")l’kﬁl

k .
rukrr Ko —
138 12

&vong Y

wy—l o | [ P e,
‘ v
e 6vang
1E 3
bw, —G Pe—iw,
v
P

Hinh 6: Tha tuc giai ma Camellia cho 256 bit

2.2.3.1.3. F-ham

F-ham dwgec chi ra trén Hinh 8. F-ham bao gdm phép toan cong bit XOR, tiép d6 ap dung
tam S-box song song kich thwéc 8x8 bit, tiép theo tang khuéch tan (P-ham). x;,v;,z;,2; 1a
céc bién, mbi bién 8 bit; cac bién L;, k;, L'; 1& cAc bién 64 bit. DAu vao 64 bit L; trvdc hét dwoc
cdng XOR voi khba vong 64-bit k;, sau d6 dwgc chia thanh 8 doan 8-bit y;, nhw sau:

Villya hys D yell ys | v Il y5 Il yg = LiBk;

o day,

Liz=xs 2 ll x3 W xg U x5 Il x Il x5 Il xg.

17
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Mbi y;j sau d6 duwoc di qua S-box kich thudc 8x8 bit s, dé dwa ra 8 phan doan 36 dai 8 bit zj.
& day
2y = 5[yl 22 = $2[v2). 23 = 53(¥3) 24 = 844, 25 = $5(Vs5], 26 = Ss[Ve), 27 = $7(¥7], Zo = Sg[ys)

8 phan doan 8-bit z; dwgc tAc dong bdi P-ham, |a |&p khuéch tan cho ra 8 phan doan 8-bit z,
trong dé

7'y = 2,02;02,Dz,Dz,Bz,, Z's = 2,02,Bz,@®2,Dz,,
7'y = 2,02,02,02:D2,Bz, Z's = 2,D23;D25B2,Dzs,
7’3 = 2,2, B2:B2sDz;Dzs, z'; = 2;02,B25sB 26Dz,
7'y = 2,D2:B2,P2D 2Bz, 2y =202,P2:Bz,Dz;.
kl

Eg‘
¥
:—l
~N
7S
AV
Y
P

X Yy x
P ~P ~D
Ve A

—xﬂ->€§-> sy 22 D;(!P »D
Fan

4»@" _ﬁ s, %y ant ?
wt B el; 75 2y Y g
> S, r@ i

X, 4 z,
s, @
x Yy P
5, NP >
| | '\
S-H3m P-Ram

Hinh 6: F-ham

P-ham c6 thé dwoc biéu dién cach khac, dwdi dang véc tor ma tran nhe sau:

Zy Zy Zy
z z' z
7 7 7
'S . = s
1
z, z, z

& day:

18
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/

(001 1 11001
10111100
11010110
1110001 1
P=lo 111111 0
10110111
11011011
1 1101101

Sau d6 dAu ra 64-bit clia F-ham L'; dwge thiét |ap bang cach ghép cAc bién 8-bit 2

Li=2 125 125124125 1 26 1 25 Il 7.

.

S-box s1

0 1 2 3 4 5 67 8 8 a b ¢ d e f

70 82 2c ec b3 27 0 e5 ed4 85 57 35 ea Oc ae 41
23 ef 6b 93 45 18 a5 21 ed 0Oe 4f 4e 1d 65 92 bd
86 b8 af 8f 7c eb 1f ce 3e 30 dc 5f 5e ¢5 Ob 1la
a6 el 3% ca d5 47 S5d 3d 48 01 5a d6 51 56 6¢c 4d
8b 0d 9a 66 fb cc b0 2d 74 12 2b 20 f0 bl 84 99
df 4c cb ¢c2 34 7e 76 05 6d b7 a9 31 di 17 04 d7
14 58 3a 61 de 1b 11 1lc 32 O0f 9¢c 16 53 18 f2 22
fe 44 cf b2 ¢c3 b5 7a 91 24 08 e8 a8 60 fc 69 50
aa 40 a0 7d al 89 62 97 54 Sb le 85 e0 ff 64 a2
10 c4 00 48 a3 £7 75 db 8a 03 e6 da 08 3f da 94
87 5¢ 83 02 cd 4a 90 33 73 67 f£f6 f3 9d 7f bf e2
52 9b d8 26 c8 37 c6 3b 81 96 6f 4b 13 be 63 2e
@8 79 a7 8¢ 9f 6e bc Be 29 £5 £8 b6 2f fd b4 59
78 98 06 6a e7 46 71 ba d4 25 ab 42 88 a2 8d fa
72 07 b9 55 £8 ee ac 0a 36 49 2a 68 3c 38 f1 a4
40 28 d3 7b bb ¢c2 43 ¢l 15 e3 ad f4 77 c7 80 %e

HODO AODTWN OO JdAhAWUL S WO O

S-box s2

0 1 2 3 4 5 6 7 8 9 a b ¢ d e f£

e0 05 58 d9 67 4e 8l cb ¢c9 Ob ae 6a d5 18 54 82
46 df d6 27 B8a 32 4b 42 db 1c %e 9¢c 3a ca 25 7b
0d 71 5f 1f £8 d7 3e 9d 7¢c 60 b9 be bc 8b 16 34
4d ¢3 72 85 ab 8e ba 7a b3 02 b4 ad a2 ac d8 S%a
17 1a 35 cc £7 99 €61 5a e8 24 S6 40 el 63 09 33
bf 98 97 85 68 fc ec0a da 6f 53 62 a3 2e 08 af
28 b0 74 c2 bd 36 2238 64 le 39 2c a6 30 eS5 44
fd 88 9f 65 87 6b f£4 23 48 10 dl 51 cO £9 d2 a0
55 al 41 fa 43 13 c4 2f a8 b6 3¢ 2b cl £f cB a5
20 89 00 90 47 ef eab7 15 06 cd b5 12 7e bb 29
O0f b8 07 04 9b 94 21 66 e6 ce ed e7 3b fe 7f c5
ad 37 bl 4c 91 6e 8d 76 03 24 de 86 26 7d c6 5c
d3 f2 4f 19 3f dc 79148 52 eb £f3 64 5e fb 69 b2
£0 31 Oc d4 cf 8¢ 275 a% 4a 57 84 11 45 1b f5
ed Oe 73 aa f1 dd 5914 6¢c 82 54 40 78 70 e3 49
80 50 a7 f6 77 93 8683 2a ¢7 S5b e2% ee 8f 01 3d

MmO QO T N OO -In W= O

19
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S-box 83

0 1 2 3 4 5 6 7 8 g a b ¢ d e f

38 41 16 76 d9 93 60 £f2 72 c2 ab %a 75 06 57 a0
81 £7 b5 c9 a2 8c d2 90 £6 07 a7 27 Be b2 49 de
43 5¢c d7 c7 3e £S5 8f 67 1f 18 6e af 2f e2 85 04
53 f0 9¢c 65 ea a3 ae 8%e ec 80 2d 6b a8 2b 36 a6
c5 86 4d 33 fd 66 58 96 3a 09 95 10 78 d8 42 cc
ef 26 e5 61 la 3f 3b 82 b6 db d4 98 e8 8b 02 eb
0a 2¢c 1d b0 6f 8d 88 0e 12 87 4e Ob a% Oc 79 11
7f 22 €7 59 el da 3d ¢cB8 12 04 74 54 30 7e b4 28
55 68 50 be dO c4 31 cb 2a ad 0f ca 70 £ff 32 69
08 62 00 24 dl fb ba ed 45 81 73 6d 84 9f ee d4da
c3 2e cl 01 e6 25 48 99 b9 b3 7b £9 ce bf df 71
29 cd 6¢c 13 64 9 63 9d c0 4b bl a5 8% Sf bl 17
£4 bc d3 46 cf 37 Se 47 94 fa fc 5b 97 fe 5a ac
3c 4c 03 35 £3 23 b8 5d 6a 92 d5 21 44 51 c6 7d
39 83 dc aa 7¢ 77 56 05 1b a4 15 34 le 1c £8 52
20 14 €9 bd dd e4 al e0 Ba f1 d6 7a bb e3 40 4f

O AT o -JdJathsa WK = O

S-box s4

0 1 2 3 4 5 6 7 8 8 a b c d e f£

70 2c b3 c0 e4d 57 ea ae 23 e6b 45 a5 ed 4f 1d 92
86 af 7c 1f 3e dc 5e Ob a6 39 d5 54 d2 5a 51 6c
8b 9a fb b0 74 2b f0 84 df cb 34 76 6d a% dl 04
14 3a de 11 32 %c 53 f2 fe cf c3 7a 24 e8 60 69
aa a0 al 62 54 le e0 64 10 00 a3 75 8a e6 09 dd
87 83 cad 80 73 f6 9d bf 52 d8 c8 c6 81 6f 13 63
e9 a7 9f bc 29 f9 2f b4 78 06 €7 71 d4 ab 88 8d
72 b9 f8 ac 36 2a 3c £f1 40 d3 bb 43 15 ad 77 80
82 ec 27 e5 85 35 0c 41 ef 93 19 21 Oe 4e 65 bd
b8 8f eb ce 30 5f ¢5 la el ca 47 3d 01 dé 56 4d
0d 66 cc 2d 12 20 bl 99 4c c2 7e 05 b7 31 17 d7
58 61 1b 1lc 0f 16 18 22 44 b2 b5 91 08 a8 fc 50
d0 7d 89 97 5b 85 ff d2 c4 48 f7 db 03 da 3f 94
5¢c 02 4a 33 67 f3 7f e2 9b 26 37 3b 86 4b be 2e
79 8¢ 6e 8e £S5 b6 fd 59 98 6a 46 ba 25 42 a2 fa
07 55 ee 0a 49 68 38 a4 28 7b ¢c9 cl e3 f4 c7 Se

2.2.3.2. Chu trinh khéa

O OO0 0T OO -Joawna WK = O

Véi quy dinh khéa c6 d8 dai 256 bit, khoa K 1a khoa 128-bit K, va khéa 128-bit K. Nhir vay,
K =K, Il Ky

Lwoc 8 tao khoa st dyng F-ham cia mo-dun ma hoa, va l& gidng nhau cho ca phép ma
héa va gidi ma. Khéa K duroc ma bing cac phuong tién cla F-ham, st dung cac hdng cla
lvgc dd tao khoa, & day cac hiing I;, dwoc x&c dinh nhw nhivng gia tri lién tuc bidu dién
trong hé Hexa clGa cin bac hai s6 nguyén td the i. Tiép dé céc khoba vong duoc tao, mét
phan tir nhirng gi4 tri dwoc dich vong clta khda K (K = K, | Kz) va phan con lai tir cac gid trj
dugc dich vong cla cac khoa “duwgec ma héa” K, va K (& day K, Ky cb do dai 128 bit).
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z,

Z,
KR

KL

sy Xs
F

24 26

K,

Hinh 7: Phan chinh cta lwgc 4 khéa

Déi v&i khoa 256-bit, dau ra clia phan chinh cla lwgc db tao khoa 1a khéa con 128 bit K, va
kh6a con 128-bit K. Lo dd tao khéa bao gdm ba phép toan 2-vong. M&i phép toan 2 vong
dwoc "khda hoa” bang mét cap hang I;.

Dau vao 128-bit clia phép toan 2-vong thir nhat ndm bén trai clia Hinh 9 |a K, @K,va phép
toan nay dwgc “khéa héa” bdi hai hang 64-bit £, va I,. Tiép d6 ddu ra 128-bit tir phép toan
2-vong thir nhat dwoe cdng bit XOR véi K, trieéc khi 18 dAu vao cla phép toan 2-vong thir ]
hai & bén trai Hinh 9. Phép toan 2-vdng thir hai ndy dwoc “kh6éa hda” béi cac hdng 64 bit \a
T, va £,. DAu ra 128-bit clia phép toan 2-vong thir hai 1a K, sau d6 K, lai dwgc XOR voi -
khéa con 128-bit K, trwdc khi két qua thu dwore [am diu vao cla phép toan 2-vong thir ba
dwgc chira & phia phai ctia Hinh 9. Phép toan 2-vong thir ba nay dugc “khba hdéa” bot hai
h&ng 64 bit 1a T va T. Dau ra 128 bit clia phép toan 2-véng thir ba nay fa K.
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Phép toan lap oc b tao khéa day dl dwgce mé ta nhw sau (K, Ky va Ky cb dd dai 128 bit):
(1) K, = 2RoundFeistel (K, ®Kyg, X,,%,)

(2) Ky = 2RoundFeistel(K,®K,;,X4,X,)

(3) Kz = 2RoundFeistel (K, @Kz, s, Tg) (chi ding cho khda 192/256 bit)

& day dAu vao 128-bit cho 2RoundFeistel dwgc tach thanh hai phdn 64-bit L, I Ry, dAu ra
128-bit tir 2RoundFeistel clng dwoc tach thanh hai phdn 64 bit L, || R, va ca hai dau vao
“kho6a vong” 64-bit clia 2RoundFeistel 13 I; va X, ;.

2RoundFeistel dwgec md ta nhw sau:
(1) voij=01:
Liyy = F(Lj 214 )@R;
Rjry = Ry
Céc hang cla lvgc dd khéa 64-bit dwgce xac dinh trén Bang 4
Héng
Ty a09e667f3bcc908b

I, b67ae8584caa73b2
T, c6ef372fe94f82be

L, 54ff53a5fld36f1c

5. | 10e527fade682d1d
¥, | b05688c2b3ebeifd

Bing 4: Cac hing trong lwgc db khoa

Cubi cung, cac khéa vong 64-bit, k, kw,va ki dwgc din xuat tir cac khda con 128-bit, K, Kp,
K, va K.

Hamn Khéa—‘ Gia trj
vong

kw, (K, <<ol
kw, (K, <Lor
F (vong 1) ky (Kp <<ol
F (vdng 2) ks (Ky <oJR
F (vong 3) kg (Kr <<L15)L
F (vong 4) ke, (Kp <L18)Rr
F (vong 5) ks (Ky <15l
F (vong 6) ke (K, <<18)r
FL ki (Kr <<agl
FL? kl, (Kr <Kao)r




F (vong 7) ks (Kg <KL
F (vong 8) kg (Ks <<x)r
F (vong 9) kg (KL <45t
F (vong 10) kio (K, <<4s)r
F (vong 11) kg (Ky <48t
F (vong 12) k2 (K4 <Lag)r
FL kl, (K, <<sg)L
FL1 ki, (K, <<sgr

F (vdng 13) ki3 (Kp <Kegl
F (vong 14) ki (K <<sg)R
F (vong 15) kys (Kp <<eolt
F (vong 16) kig (Ky <<e)r
Fong17) | kys (K KLm)
F (vong 18) kig (K, <<7)r
FL klg (K4 <KL
FL™? ki, (K4 <KLm)r

F (vong 19) k1s (Kp <ol
Fvong20) | kg (Ky <Ko
F (vong 21) ka1 (Ka <Kol
F (vong 22) k.2 (K, <<sgr
Foong23) | kg (K, <119l
F (vong 24) ka4 (K, <L119)r
kw, (Kg <<111L

kw, | (Ky &1119)r

Bang 5: Khéa vong cho khéa bi mat 256 bit
2.2.3.3. Ché a5 hoat dong clia Camellia

QCVN 4: 2016/BQP

Céc ché dd hoat dong ctia Camellia dwqc quy dinh tai Muc 2.3 clia Quy chudn nay.

2.2.3.4. Khéa
Do dai khéa s dung trong ma khdi Camellia dwoc quy dinh
. o da dai
D dai khéi Tén thuat toin Do dai khéa quy dinh ap
dung
128 bit Camellia Khéng nhd hon 256 bit
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2.3. Ché d6 hoat dong cta ma khoi
Muc nay clia Quy chudn st dung mét sb ky hiéu sau:
c Khéi ban ma
CTR  Gia trj dém
i Bién lap
Ji Kich thwéc clia bién ban ré/ban ma
K Khoa mat ma
n D¢ dai khbi ban ma/ban ré dbi véi mot ma khoi
m S6 khéi ban ma dwgce lwu tree
p Khéi ban rd
q S6 céac bién ban ré/ban ma
T Kich thwére b dém phan hdi
SV Bién kh&i dau
X Khéi ddu vao ma khoi
Y Khéi dau ra ma khéi

2.3.1. Ché d5 xich lién két khéi ma CBC (Cipher Block Chaining)

Ché d6 CBC dwgc xac dinh bdi mot tham sb xen k& m > 0, sé6 khdi ban ma phai dwoc lwu
tr» trong khi x Iy trong ché d6 nay. Gi4 tri clia m cAn nhd (théng theréng m = 1) va I6n nhat
la 1024.

a) Céc bién dwoc st dung trong ché dé CBC:

1) D&y q khdi ban rd c6 dé dain bit Py, Py, ..., P,

2) Khoa bi mat K.

3) Day cac bién khéi dau c6 do dain bit SV, 8V, ..., SV,
b) Céc bién dAu ra la day g bién ban ma c6 dd dain bit C;,C;, ..., Cq
2.3.1.1. Phép ma héa
Phép ma hoa clia ché d CBC nhw sau:

Ci=ex(P, B SV),1<i<min(in,q)

Néu ¢ > m, cac khdi ban rd theo sau dwoc ma hoa nhw sau:

Cl = eK(P, & C,-_m).m +1<i< q
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CHU THICH: Tai bat ky thei diém nao trong qud trinh tinh todn, gia tri clia khdi ban ma m
gan nhét can dwoc lwu triv,

2.3.1.2. Phép giai ma
Phép gidi ma clia ché 46 CBC nhw sau:
P; =dy(C) B SV;, 1 <i < min(m,q)
Néu g > m, cac khéi ban rd theo sau dwge ma héa nhw sau:
P=dy(C) B Cioypm+1<i<q

P, P2 Pq
r Cq—1
sV + — —->é
4. h 4 Y ]
Mai héa < oK oK oK I];hsu}ft toan
C, 02 Cq oa
L v \] v
(" | |
¢c1 ¢c2 v © "
cas uft toan
Glatmid < dK dK dK gidi ma
sV —_——
|\ qu
P1 P2 Pq

Hinh 8: Ché a6 xich lién két khéi ma véim = 1
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CH‘I\ Ci-Z CH Ck'rl CIQ ci-1
FB | [~ [ & FB -] [ r——
1 n 1 n
Thuét todn
P, v gidi m3
1|:'I1~>€B c, é<—|Il<7
Pl
oK | [buéttodn —
m3 hda ) N
»... [ESe—
c:I
( J N )
Y Y
M3 hoéa Gidi mi

Hinh 9: Ché d6 xich lién két khéi ma
- Bién kh&i ddu SV dwec sinh ngdu nhién, git» bi mat va théng bao cho nhau.
- Yéu cau vé& dém (padding)

+ Néu dd dai ban rd khéng phai 14 bdi s6 clia n thl yéu cdu sl dung phrong phap dém
(padding) sau G& bd sung ban ré sao cho dé dai clia ban rd 1a bsi sb cha n:

Thém mdt bit 1 vao cudi ban rd, tiép sau |1a cac bit 0 (c6 thé khéng can) 6 dwgc ban rd cod
do dai la bdi sd cla n. Pay chinh & phwong phap dém 2 trong tiéu chuln ISO/EC 9797-1
hodc ISO/IEC 10118-1.

2.3.2. Ché a6 phan hdi ma CFB (Cipher FeedBack)
Ché a5 CFB dugc xac djnh béi 3 tham sé;
- Kich thwée clia bd dém phan hdi, r, trong 36 n < r < 1024nvar < gn
- Kich thwére clia bién phan hdi, k, trongdé 1 < k< n
- Kich thuéc clia bién ban rg, j, trong 86 1 < j < k
Trong Quy chudn nay thi gid tri cda j va k bng nhau.
Céc bién dwoc sir dung trong ché do CFB:
a) C4c bién dau vao

1) Day g bién ban ré dd daij bit Py, Py, ..., B,

2) Khoa bf mat K.

3) Bien kh&i diu df dai r bit.
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b) Céc két qua trung gian:

1) Day q khbi dAu vao cla ma khéi d6 dain bit X, X,, ..., X,

2) Day q khbi dAu ra clia ma khdi @6 dai n bit ¥,,Y,, ..., Y,

3) Day g bién 36 daijbit £y, E,, ..., E,.

4) Day q — 1 bién phan hoi 46 dai k bit Fy, Fy, ..., Fy—;.

5) day q ndi dung b dém phan hdi §6 dai r bit FB,, FB;, ..., FB,.
c) Cac bién dau ra la day g bién ban ma d¢ dai j bit €, C,, ..., Cy.
2.3.2.1. Phép ma héa
B6 dém phan hdi FB dwoc gan gia tr khdi dau.

FB,=SV

Phép toan ma héa mbi bién ban ré thire hién trong 6 buwéc sau:
a) X; = n~FB; (Lwa chon n bit tan cung bén trai cia FB).
b) ¥; = ex(X;) (SIr dung ma khéi).
c) E; = j~Y; (Lwra chon j bit tAn clng bén trai cta Y;).
d) C; = P; @ E; (Tao bién ban ma).
e) F; = I(k — j)|C; (Tao bién phan hbi).
f) FBiy1 = Sy (FB;|F,) (Hadm dich chuyén trén FB).

Céc bwoc trén 13p véi bién dém i = 1,2, .., q, trong vang lap cuédi dirng lai tai beedc (d). J bit
tan clng bén trai cla khéi d4u ra Y cla ma khéi dwge sl dung d& ma héa j-bit bién ban ré
theo phép céng modulo 2. Cac bit con lai cha Y dwge bd di. C4c bit bién ban r&/ban ma cé
chi sé ttr 1 dén j.

Bién ban ma dwoc tang thém biing cach @t k — j bit trong vj trl bit tan clng bén trai cla
minh dé tao bién phan hdi F dd dai k-bit. Sau d6 cac bit cia bé dém phan hdi FB dwoc dich
trai di k vi trf va F dwoe thém vao vj trf k tAn cing bén phai dé tao ra gia trj m&i clia bé dém
phan hdi FB. Trong phép todn dijch, k bit tan cung bén trai clia FB e bd di. n bit tan cling
bén tr4i méi cla FB dwoc stk dung nhie | dAu vao tiép theo clia X trong qua trinh ma hoa.

2.3.2.2. Phép giai ma
Bo dém phan hdi FB dwoc gan gia tri khdi dau.
FB, = SV
Phép toan gidi ma mdi bién ban ma thee hién trong 6 buwéc sau:
a) X; = n~FB, (Lia chon n bit t&n cung bén trai cla FB).
b) ¥; = e, (X;) (ST dung ma khéi).
c) E; = j~Y; (Lwa chon j bit tAn clung bén trai clia Y;).
d) P, = C; ® E; (Tao bién ban r5).
e) F; = I(k — j)|C; (Tao bién phan hdi).
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f} FBiy1 = Sx(FBy|F) (Ham djch chuyén trén FB).

Céc budc trén lap véi bién dém i = 1,2, ..., g, trong vong I3p cudi dirng lai tai bwedc (d). j bit
tdn clng bén trai cia khéi diu ra Y cia ma khéi dwge st dung dé gidi mé j-bit bién ban ma
theo phép céng modulo 2. Cac bit c¢dn lai clia Y dwoc bd di. Céc bit bién ban rd/ban ma cé
chisb tlr 1dén ;.

Bién ban ma dwoc tang thém bing cach dat k — j bit trong vj tri bit tdn clng bén trai cla
minh dé tao bién phan hdi F dd dai k-bit. Sau d6 cac bit ctia by dém phan hdi FB dwoc dich
trai di k vi tri va F dwgc thém vao Vi tri k tan cling bén phai dé tao ra gia trj méi clia by dém
phan hdi FB. Trong phép toan dich, k bit tdn cling bén trai clia FB dwge bd di. n bit tAn cung
bén trai méi clia FB dwoc st dung nhie 13 dAu vao tiép theo ctia X trong qué trinh giai ma.

M3 hoa Gid mA
A A

( 1

F

FB |

{ _
F
[~] kbt ] FB | [] ks |
1 n ] r 1 n r
k 1 k X
X ( Y ( 3
Thust todn L1 e [ e | Thuét todn
mi hoa * *
Y k- ones k4 ones Y
[ chon bit bén trai |
1 ] 1
C - 4 C

\ J ma hda
I£
] |

§ 1 J

chon j bit bén tréi

m

E
P

Hinh 10: Ché d§ ph&n héi ma GFB

2.3.3. Ché 49 phan héi diu ra OFB (Output Feedback):
Ché do OFB duwoc xac dinh béing mét tham s j |a kich thidc bién ban ré véi 1 < j < n.
Céac bién dugce str dung trong ché d6 OFB fa:
a) Cac bién d4u vao:

1) Day q bién ban r5 d6 dai jbit Py, Py, ..., B,.

2) Khéa bi mat K.

3) Bién khoi dau do dai n bit.
b) Cac két qua trung gian:

1) Day g khdi dAu vao cia ma khdi do dai n bit Xy, Xo, ..., X,

2) Day g khéi dau ra clia ma khéi 0 dain bit v, Y,, ..., Yy,

3) Déy q bin d6 dai j bit By, By, ..., E,.
c) Céc bién dau ra, nghfa la day g bién ban ma d6 dai j bit ¢y, Cy, ..., C,.
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2.3.3.1. Phép mi héa
Khoi dau vao X dwoc gan gia trj khdi dau
X, =SV
Phép toan ma héa mai bién ban r& thirc hién trong 4 buwédc sau:
a) ¥; = e, (X;) (Str dung ma khbi).
b) E, = j~Y, (Chon j bit tn cung bén trai).
c) C; = P; @ E; (Tao bién ban ma).
d) Xy, = Y, (Phép toan phan héi).
Céac bwéc trén 13p v&i bién dém i = 1,2, ..., g, trong vang 13p cudi dirng lai tai bwéce (c). Céc
bién bdn ma va ban rd co cac bit v&i chi sb ter 7 dén .
Két qua cla méi l4n st dung ma khdi 12 Y, va dege dwa trd lai thanh gid tri tiép theo cla X,
dat)a X,,,. 7 bit tan clng bén trai cia ¥, dwoc s dung 38 ma hoa bién dau vao.
2.3.3.2. Phép giai ma
Khéi dau vao X dwroc gan gia tri khéi dau
X, =SV
Phép toan giai m& méi bién ban ma thwe hién trong 4 burédc sau:
a) Y; = e, (X;) (St dung ma khdi).
b) E; = j~Y; (Chon | bit tan cung bén trai).
¢c) P, = C; ® E; (Tao bién ban ma).
d) X;+; = Y; (Phép toan phan hdi).

Céac bwréc trén |3p véi bién dém i = 1,2, ..., q, trong véng I3p cudi dirng lai tai bwde (c). Cac
bién bdn ma va ban 6 ¢ cAc bit véi chisé tir 1 3én ;.

Két qua cla méi Van sir dung ma khbi 1a ¥, va dugc dwra tré lai thanh gia tri tiép theo cda X,
dit 1a X,,,. j bit tan cling bén trai cla Y; dwgc st dung d8 gidi ma bién diu vao.
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M3 hoda Giai ma
A A
( 3 ( )
1 n 1 n
X X
Thuft todn Y Y ol
, at toan
Y ; ; Y
on j bit bén trai [chon j bit bén trai
1 E* j 1 e
b_ — —
P\T c P
1 j 1 J

Hinh 11: Ché 46 phan hbi du ra OFB

2.3.4. Ché dd dém CTR (Counter)
Ché d6 CTR dwoc xac dinh bdng mét tham s6 j trong d6 1<j <n.
C4c bién dwgc str dung trong ché d3 CTR la:
a) Cac bién dau vao:
1) Day q bién ban rd Py, P,, ..., B,, mdi bién c6 a6 dai j bit.
2) Khéa bi mat K.
3) Bién kh&i dau SV ¢c6 d6 dai n bit,
b) Céac két qua trung gian:
1) Day g khéi d&u vao clia ma khéi c6 dd dai n bit CTRy, CTR,, ..., CTR,,.
2) Day q khéi dau ra clia ma khéi c d6 dain bit ¥, Y3, ..., Y.
3) Day g bién c6 d6 daijbit Ey, E,, ..., E,.
c) Cac bién dau ra, nghia la day g bién ban ma d4 dai j bit €y, C,, ..., C,.
2.3.4.1. Phép ma héa
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CTR dwoc gan gia tri khéi dau

CTR, =SV
Céc phép todn d& ma héa mdi bién ban rd theo 4 bwdc sau:
a) Y; = e, (CTR,;) (S dung ma khoi).
b) E; = j~Y; (Chon j bit tdn cung bén trai cla Y)).
¢) C; = P; @ E, (Tao ra bién ban ma).
d) CTR;y, = (CTR; + 1)mod 2™ (Tao ra gia trj dém mé&i CTR).

Céac buoc trén 1ap voi bién dém i = 1,2, ..., q, trong vong |dp cudi dirng lai tai bréc (c). Céac
bién ban ma va ban ré cé cAc bit ¢6 chi s tir 1 dén ;.

Gi4 tri ddm dwoc ma héa dé dwa ra khbi ddu ra Y, va j bit tAn clng bén trai cla khéi dau ra
Y; droc str dung d& ma héa gia tri ddu vao. CTR sau d6 dugc ting 1 (modulo 27) dé tao ra
gia tri dém maoi.
2.3.4.2. Phép gidi ma
CTR dwoc gan gia tri khdi dau
CTR, = SV
Cac phép toan dé giai ma méi bién ban rd theo 4 buwdc sau:
a) Y; = ey (CTR;) (Sir dung ma khéi).
b) E; = j~Y; (Chon ] bit tan clung bén trai cia Y;).
c) P; = C; ® E; (Tao ra bién ban ré).
d) CTR;y; = (CTR; + 1) mod 2™ (Tao ra gia tri &m mé&i CTR).

Céc buwdc trén 13p véi bién dém i = 1,2, ...,q, trong véng 13p cudi dirng lai tai bréc (c). Cac
bién ban ma va ban rd c6 cAc bit c6 chi sb tr 1 dén j.

Gia trj dém dwgc ma héa dé dwa ra khéi ddu ra ¥; va j bit tan cling bén trai cla khéi dau ra
Y, dwoc st dung d& ma héa gia trj dAu vao. CTR sau d6 duroc ting 1 (modulo 2™) §é tao ra
gia tri dém moi.
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Mai hoa Giai ma
A
( ) h
|chon j bit bén tréi |
1 E i
- — C
P
| |
1 J

Hinh 12: Ché 49 dém CTR

2.4. Ma dong

Ma dong 1& ma the hién bién ddi tirng bit d@ liéu ctia ban ré sang ban ma str dung khoa dg
dai k bit. Quy chun nay quy dinh st dung cac ma khéi dwgc quy dinh tai Muc 2.2 st dyung
ché dd CFB, OFB ho3c CTR d& thyc hién chivc ning ma dong.
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3. QUY PINH VE QUAN LY

3.1. CAc mlrc giéi han clia dac tinh ky thuat mat ma va yéu cau quan ly cla cac thuat toan
mat ma dé ma héa dir liéu néu tai Quy chuadn ndy (& cac chi tiéu chat lwgng phuc vy dugc
quan ly theo quy dinh vé quan ly chéat [rong san phdm, dich vu mat ma dan sy dwroc quy
dinh tai Luat An toan théng tin mang ngay 19 thang 11 nam 2015,

3.2. Hoat d6ng kiém tra chét lwgong san pham, dich vu mat ma dwoc co quan quan Iy nha
nwéc ¢ thAm quyen tién hanh dinh ky hang nam hodc dét xuéat.

4. TRACH NHIEM CUA TO CHUrC, CA NHAN

4.1. CAc t6 chirc tin dung (trr quy tin dung nhan dan co s& cé tai san dwéi 10 ty, to chirc tai
chinh vi m&) s dyng san pham, dich vy mat ma dan sy cb trdch nhiém dam bao tuan thi
Quy chudn nay va chiju sy kiém tra cla co quan quan ly nha nwéc theo quy dinh.

4.2. Doanh nghiép cung cAp sdn pham, dich vu mat ma dan sy cho cac té chive tin dung (tre
quy tin dung nhan dan co s& c6 tai san dwdi 10 ty, t& chire tai chinh vi mé) ¢cb trach nhiém
thirc hién céng bb hop quy san pham, djch vy mat ma dan sy pho hgp véi Quy chuan nay.
Viéc céng bb hop quy thyc hién theo Théng tw sb 28/2012/TT-BKHCN ngay 12 thang 12
nam 2012 cua Bo Khoa hgc va Céng nghé.

4.3. Cyc Quan ly mat ma dan s va Kiém dinh san pham mat ma — Ban Co yéu Chinh phil
c6 trach nhiém tiép nhan dang ky cong bd hgp quy, thire hién quan ly, hwéng dan va kiém
tra viec cong bé hop quy.

5. TO CHPC THL'C HIEN

5.1. Cyc Quan ly mat ma dan sy va Kiém dinh san phdm mat ma — Ban Co yéu Chinh pho
c6 trach nhiém hwéng dén, td chirc trién khai quan ly ky thuat mat ma cla thuét toan ma héa
dtr liéu theo Quy chuén nay.

5.2. Trong trieéng hop cac quy dinh néu tai Quy chuan ky thuat qubc gia nay c6 sy thay ddi,
bd sung ho#c dugc thay thé thi thire hién theo quy djnh tai van ban méi./.
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Phu luyc A
(Quy dinh)
Mb ta DES
A.1. Mo diu
Thuat toan DES 1a ma khdi dbi x(rng cé thé xt li cac khoi d(r lidu 64 bit, sir dung khoa bi mat

d5 dai 64 bit. M4i bit thiy tam cla khéa mat ma thudng duoc str dyung dé kiém tra tinh chan
lé va dugc bod qua.

A.2. Phép ma héa DES
Phép ma hoéa duegc chira trén Hinh A1

Ban r6 64-bit trvéc hét dwoc bién ddi qua hoan vi ban dau /P. Sau d6 khdi duoc chia thanh
hai nira L, va Ry, mdi ntra gdm 32 bit. Tiép d6 thyrc hién 16 véng bién ddi gibng nhau dugrc
goi 12 ham £, trong d6 di lieu dwroc két hop voi khda. Trong mbi vdng, nira phai la dau vao
clia ham f duge khéa héa, ham nay nhan dAu vao 32 bit va khda con 48 bit K, va cho dau ra
32-bit. BAu ra nay tiép d6 dwoc XOR voi nira frai dé& tao ra nira trai méi da dwoc bién déi.
Tai phan cudi ctia mdi vong, trir vong cudi cling, hai ntra trai va phai ddi ché cho nhau dé tao
ra L, va R, twong &ng. Sau khi thyec hién vong cudi cling, hai nlra trai va phai dwgc ghép lai
véi nhau va khdi 64-bit nhan dugec lai dwoc bién ddi qua phép hodan vi cudi P! 14 hoan vi
nghich ddo cla hoan vj ban dau /P. Pau ra 1a ban ma 64-bit.

Phép ma héa dwgc xac dinh nhw sau (P va € 1a di¥ liéu, K; 1a khoa).
(1) IP(P) = Lo I Ry
(2) Voii=1,2,...,16:
Ly=Riy
R; = L.y ®f (Ri_;, Ki)
(3) C = IP7 (Ryg Il Lyg)
A.3. Phép giai ma DES

Phép giai ma cfing gidng nhw phép ma hba. Sy khac nhau chi & chd, cac khéa con K; duoc
str dyng theo thir tw nguoc lai.

A.4. Cac ham DES
A.4.1. Phép hoan vj ban diu IP

Phép hoa vj ban dau IP dwgc chi ra tai Bang A.1. Hoan vi ndy nhan ddu vao 64-bit va cho
dau ra 64-bit, theo dé bit th&r nh&t dwoc hodn vi thanh bit thr 58, bit the hai thanh bit the
50,v.v, bit cudi cing thanh bit thir 7.

58 50 42 34 26 18 10
60 52 44 36 28 20 12
62 54 46 38 30 22 14
64 56 48 40 32 24 16
57 49 41 33 256 17 9

59 51 43 35 27 19 11
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61 53 45 37 29 21 13 &
63 55 47 39 31 23 15 7

Bang A.1 — Hoan vj khoi tao

PAUVAO
| Lo | | Ro H

Iy =R, | | Ri=Ls &R, K,)
'y “

Vv
Lis=Ryy | IRys= Lys @ (R4 Ko

%( K18
\

\R«E=Lﬁe|f(Rw.Kﬁ [ Le=Rs |

I
A
PAURA

¢ ——-—-

[~

Hinh A.1 — Tha tuc ma hoéa

A.4.2, Hoan vj nghjch dao I1p-1

Hoan vj nghijch ddo IP~! dworc chi ra trén Bang A.2, nhan dAu vao 64-bit va cho dau ra 64-
bit. DAu ra clia Thuat todn nhan bit thir 40 clia khéi d4u ra tredrc @6 1am bit thir nhat, bit thir 8
(Am bit thir hai,v.v va bit thir 25 ctia khéi dau ra trwéc dé 1am bit cudi cung.
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A43. Ham f

40
39
38
37
36
35
34
33

48
47
46
45
44
43
42
41

NN

16
15
14
13
12
11
10
9

56
55
54
53
52
51
50
49

24
23
22
21
20
19
18
17

64
63
62
61
60
59
58
o7

32
31
30
29
28
27
26
25

Bang A.2 — Hoan vj nghjch dao IP~1

Ham fdwoc chira trén Hinh A.2

Ham f nhan dau vao 32 bit R va m& rdng thanh R' c6 d dai 48-bit bAng cach st dung phép
hoan vi m& rdng E. Sau d6 48-bit R' dwrgc XOR véi khda con 48-bit K, thu dwgc d li€éu 48-
bit, d¥ ligu nay dwoc viét thanh 8 khdi, mbi khéi 6-bit, béing cach chon céc bit d4u vao cla né
theo mét th(r ty dwoc qui dinh trén bang. Cac ham dwec chon duy nhat d6 dwgc goi la cac
S — box, Sy, Sz,..., Sg, Nhan d4u vao 14 cac khdi 6-bit ; va cho dAu ra la cac khéi 4-bit S,(7;).
Ham ho&n vj P cho dau ra 32-bit R”” tlr d4u vao 32-bit R” biing cAch hodn vj cac bit cla khdi

dau vao. R””1a diu ra clia ham f.

Ham fdo d6 duwoc xac dinh nhw sau (P va € a di iéu, K; 1a khéa )

(1) R" =E(R)
(2) R” = R'®K

QYR =7r1ll72kr3Nr4 i r51r6 )71l r8

(4) RIIH — P(R",)

| R (32bits)

®

Hinh A.2 - Tinh f(R,K)

36

48 bits K {48 bits)
>?
S, S, S, ) S, Ss s,
| 32bits |

N\

-

YAy
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A.4.4. Hoan vimé&rong E

Hoan vi m& rdng E dwgc chi ra trén Bang A.3. Hoan vi E nhan dau vao 32- bit va cho dau ra
48-bit. Ba bit dAu tién cha E |a cac bit & cac vitri 32, 1 va 2, hai bit cudi & cac vj tri 32 va 1.

32 1 2 3 4 5 64 32
4 5 6 7 8 9 63 31
8 9 10 11 12 13 62 30
12 13 14 15 16 17 61 29
16 17 18 19 20 21 60 28
20 29 22 23 24 25 59 27
24 25 26 27 28 29 58 26
28 28 30 31 32 1 57 25

Bang A.3 — Hoan vi mé& réng E
A.4.5. Hoan vj P

Hoan vi P dwoc chi ra trén Bang A.4. Hoén vi P nhan dau vao 32-bit va cho dAu ra 32-bit.
DPau ra P(L) clia ham P dwgc xac dinh b&i Bang A 4, thu dwgc tir dAu vao L bing cach lay
bit th& 16 cla L lam bit thir nhat cta P(L), bit th&r by lam bit thi hai cGa P(L),v.v va bit thir
25 cla L lam bit thi 32 cta P(L).

16 7 20 21
29 12 28 17

16 23 26
5 18 31 10
8 24 14
32 27 3
19 13 30

22 11 4 25
Bidng A.4 —Hoan v| P
A.4.6. S-box
S-box dwgc chira trén Bang A.5. Mdi S-box cb 6- bit dau vao va 4-bit dau ra.

N&u S, 1a ham dugc xac dinh trén bang va B |a khéi 6-bit, thi §;(B) dwgc xac dinh nhw sau:
céc bit dau tién va cudi ciing ctia B dugc biéu dién theo co sb 2 1a mot sb ndm trong khoéng
ter 0 dén 3. Gia slr s& d6 |4 i. Bbn bit gi*a ciia B dwoc biéu dién theo co sb 2 1a sb ndm
trong khoang tir 0 dén 15. Gia sl sb6 d6 |3 j. Trén bang d6 1a s& ndm trén hang ther i va cét
ther j. D6 1a sb ndm trong khodng tir 0 dén 15, va dwgc bidu didn duy nhét béi khéi 4-bit. Khdi
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nay 1a diu ra ${(B) cla S, (rng v&i ddu vao B. Vi dy, véi dau vao 011011, hang duoc biéu
dién bdi 01 14 hang 1, cot dwoc xac dinh bdi 1101 14 cdt 13. Nadm trén giao clia hang 1 va cot
1312 6 5, do d6 dau ra 14 0101.

S1
1 2 16 118 3 10 6 12 5 98 0
4 14 2 131 10 6 12 11 9 5 3
4 1 148 13 6 2 11 16 12 7 3 10 56 0
1% 12 8 2 6 13

14 4 13

(s}

S2

%5 1 8 146 113 4 9 7 2 13 12 0 & 10
3 134 7 15 2 8 14 12 0 1 10 6 9 11 5
0O 147 1 10 4 13 1 5 8 12 6 9 3 2 15
38 101 3 15 4 2 11 6 7 12 0 5 14 9

S3

100 9 146 3 155 1 13 127 11 4 2 8

137 0 9 3 4 6 102 8 5 14 12 11 15 1

136 4 9 8 153 0 1 1 2 125 10 14 7

1 10 130 6 9 8 7 4 15 14 3 11 5 2 12
S4

7 13 14 0 6 9 10 1 5 11 12 4 15

12 1 10 14
14 5 2 8 4
1M1 12 7 2 14

10 6 9 12 11 7 13 15

101 13 8 9

o W N

4 11 2 124 7 131 5 0 15 10 3
118 127 1 142 136 150 9 10
121 10159 2 6 8

0
10 15 4 2 7 12 9¢ 6 6 1 13 14 0 11 3 8
9 14 15 5 7 0 4 10 1 13 11 6

N
oo
-
N
w

~aa\ e\

VAR~ %
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4 3 2 12 9 5 15 10 11 14 1 7 6 0 8 13

S7
4 112 14 15 0 8 13 3 12 9 7 S5 10 6 1
130 117 4 9 1 10 14 3 5 12 2 15 8 6
1 4 11 13 12 3 7 14 10 156 6 8 0 & 9 2
6 1 13 8 1 4 107 9 5 0 15 14 2 3 12
S8
32 8 4 6 15 111 10 9 3 14 5 0 12 7
1 15 13 8 10 3 7 4 12 5 6 11 0 14 9 2
7 114 1 9 12 14 2 0 6 10 13 15 3 65 8
2 1 147 4 108 13 15 12 9 0 3 5 6 1"

Bang A.5 — Cac S-box
A.5. Lirgc 44 tao khéa DES

Phan Irge dd khéa DES dwroc chira trén Hinh A.3. Ligc 88 nay nhan khéa 64-bit khéa KEY
va cho ra 16 khéa con 48-bit K;,K,, ....., Kys.

Trong A6 K,,, v&i 1 < n < 16 la khoi 48-bit trong bwéc (2) clia thuat todn. Béi vay dé mé ta
KS chi can mé ta viéc tinh todn clia K, tir KEY v&in= 1, 2..., 16. Vigc tinh todn nay duwoc
mé ta trén Hinh A.3. Do d6 dé xac dinh day da KS, chi can m6 ta hai la chon hoén vi, cling
giong nhu lgc dd chuyén dich sang trai. Mét bit trong byte 8-bit clia KEY ¢6 thé dugc khoi
dong dé& phat hién (6i trong tao khoa, phan phéi va lru trir khda. Cac bit 8, 16,..., 64 duoc st
dung dé bao d3m la m8i byte cb tinh chét I&. Lira chon hoén vi 1 dwoc xac dinh bdi Bang A6

57 49 41 33 26 17 9
1 568 50 42 34 26 18
10 2 59 561 43 35 27
19 11 3 60 52 44 36
63 55 47 39 31 23 15
7 62 54 46 38 30 22
14 6 61 53 45 37 29
21 13 5 28 20 12 4

Bang A.6 — Hoan vj khéa PC-1

Bang trén dwgc chia thanh hai phan, phan thl nhit xac dinh cach chon céc bit trong Cy,
phén thir hai xac djnh cach chon céc bit trong Dy. Cac bit clia KEY dwgce danh sb tlr 1 dén
84. Cac bit tfrong C, tirong trng 1& 57, 49, 41,..., 44 va 36 cla KEY, cdn cac bit trong Dy |a
cAc bit 63, 55, 47,..,12 va 4 clia KEY. V&i C, va Dy da x4c dinh, cé thé xac dinh dwoc C, va
D,ttr C,_,va D,_4, tvong &rng v&in= 1, 2,..., 16. Diéu nay dat dwoc bdng cach tuan tha
vao lwrge 48 phép dich sang trai cac khéi riéng 1é sau:

Sé 1&n lap S6 1&n dich trai
1 1
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2 1
3 2
4 2
5 2
6 2
7 2
8 2

So 1an [3p S6 l&n dich tréai
9 1
10 2
11 2
12 2
13 2
14 2
15 2
18 1

Bang A.7 — S4 cac bit khéa dwge djch chuyén cia mbi vong
Vi dy, €4 va Dythu duge tir C, va D, twong (’ng bang hai dich chuyén sang tréi, va €, va
Dy¢ thu duge tir Cy5 va Dy trong (ing bang mét |an dich sang trai. Trong tAt ca cac treeng
hep, viéc dich mét 1an sang trai dwoc hiéu 12 dich cac bit sang trai mét vj tri sao cho sau mét
lAn dijch cac bit & 28 vj trf la cac bit trwedre d6 & vij tri 2, 3,..., 28, 1. Viéc chon hoan vj 2 dwoc
xac dinh trén Bang A.8

14 17 11 24 1 5
3 28 15 6 21 10
23 19 12 4 26 8
16 7 27 20 13 2
41 52 31 37 47 55
30 10 51 45 33 48
44 49 39 56 34 53
46 42 50 36 29 32

Bang A.8 ~ Hoan vi nén PC-2

B&i vay bit thir nhat clia K, 1& bit thé 14 clia C,,D,,, bit thr hai 14 bit thir 17,v.v, bit the 47 I3
bit th» 29, bit thir 48 13 bit thor 32,
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| KHOA |
| y
C, | Dy |
cll | D, ‘
! < PC-2 > K,
N
C, B D, |
| > PC-2 K.
CRich tréi_> ich trai
v
C .4 L D, |
R > PC-2 Kie

Hinh A.3 — Tinh toan lwgc db khéa
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Phulyc B
(Quy dinh)
Cac phép bién ddi cua AES
B.1. Cac phép bién dbi AES
B.1.1. Cac phép bién ddi xac dinh cho AES

Thuét todn AES s dung céc phép bién a&i SubBytes(), SubBytes (),
ShiftRows(),ShiftRows™1(), MixColumns(), MixColumns ~*(), AddRoundKey(), dwoc mo ta
duwéi day.

B.1.2. Phép bién dbi SubBytes() =
Phép bién dbi SubBytes() thyrc hién thay thé mbi byte Trang thai s; ; b&i gia tri méi s’ ;, bang ® .
cach slr dung bang thay thé (S-box) kha nghich. ”}3
Phes!
Hinh B.1 minh hoa tac d6ng cia phép bién dbi SubBytes() |&n bang Trang thai el
S-BOX ] v ’ 3
So.0 | So.1 Sozzjo‘.'r || So.0 | Sou | So2 | Soas
. *:‘ '
K AP K s - 8,8
1,0 Sr‘c 1,2 1,3 1,0 S,-,c 1,2 1,3
S20 | S21 S22 | F23 $2.0 oy | S22 Sas
S30 | 3,1 [ 532|533 s;,o 53,1 S;.z 5;3

Hinh B.1: SubBytes() ap dung S-box cho tirng byte clia Trang thai.

S-box dugc sir dung trong phép bién ddi SubBytes() va dwgc trinh bay theo hé Hexa trén
Bang B.1

0 1 2 3 4 5 6 7 8 9 a b c d e f

63 7c 77 7b £2 6b 6f ¢5 30 01 67 2b fe d7 ab 76
ca 82 c9 7d fa 59 47 f0 ad d4 a2 af 9c a4 72 <0
b7 £3d 93 26 36 3f £7 cc 34 a5 e5 f1 71 d8 31 15
04 c7 23 c3 18 96 05 %9a 07 12 80 e2 eb 27 b2 75
09 83 2c la 1b 6e 5a a0 52 3b d6 b3 29 e3 2f 84
53 d1 00 ed 20 fc bl 5b 6a cb be 39 4a 4c 58 cf
d0 ef aa fb 43 4d 33 85 45 £9 02 7f 50 3c 9f a8
51 a3 40 8f 92 9d 38 £5 bc b6 da 21 10 £f £3 d2
cd Oc 13 ec 5f 97 44 17 c4 a7 7e 3d 64 54 19 73
60 81 4f dc 22 2a 90 88 46 ee b8 14 de 5e 0b db
e0 32 3a 0a 49 06 24 5¢c c2 d3 ac 62 91 95 e4 79
el c8 37 64d 8d d5 4e a9 6¢c 56 f4 ea 65 7a ae 08
ba 78 25 2e 1lc a6 b4 c6 e8 dd 74 1f 4b bd 8b Ba
70 3e b5 66 48 03 f6 0e 61 35 57 b9 86 ¢l 1d 9%e
el £8 98 11 69 d9 B8Be 84 9b le 87 €9 ce 55 28 df
Bc al 89 0d bf e6 42 68 41 99 2d 0f b0 54 bb 16

Bang B.1: Cac S-box cuiia AES

MO QA0 OBV WNEREO
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Vi duy, néu s, , = {53} thi gia trj thay thé ! gia trj ndm trén giao clia hang c6 chisé '5' va cot co
chisé '3’ clia Bang 5, diéu nay cho két qua Ia s’y ; ¢ gia trj {ed).

B.1.3. Phép bién ddi SubBytes™1()

SubBytes~() 14 phép bién dbi nghich ddo cla phép bién d5i SubBytes(), trong d6 S-box
nghjch dao dwoc 4p dung cho tirng byte cla Trang thai. Diéu nay dat dwgc bdng cach &p
dung phép bién ddi nghich dao dugc md ta tai Didu 5.2.4.2

S-box nghich dao dwoc s dung trong phép bién ddi SubBytes~1() dwgc mé ta trong Bang
B.2.

0 1 2 3 4 5 6 7 8 9 a b ¢ 4 e f

52 09 6a d5 30 36 a5 38 bf 40 a3 9e 81 £3 47 fb
7c e3 39 82 9b 2f ff 87 34 8e 43 44 c4 de e9 ¢b
54 7b 94 32 a6 c2 23 3d ee 4c 95 Ob 42 fa c3 de
08 2e al 66 28 d9 24 b2 76 5b a2 49 6d 8b dil 25
72 8 f6 64 86 68 98 16 d4 a4 5¢c cc 5d 65 b6 92
6c 70 48 50 fd ed b9 da e 15 46 57 a7 sd 9d 84
90 d8 ab 00 8c be d3 0a £7 e4 58 05 b8 b3 45 06
d0 2¢ le 8f ca 3f 0f 02 ¢l af bd 03 01 13 8a 6b
3a 91 11 41 4f 67 dc ea 97 £f2 cf ce f0 b4 e6 73
96 ac 74 22 e7 ad 35 85 e2 £9 37 e8 1c 75 df 6e
47 f1 1la 71 1d 29 ¢5 89 6f b7 62 0e aa 18 be 1b
fc 56 3e 4b c6 d2 79 20 %9a db c0 fe 78 cd 5a f4
1f dd a8 33 88 07 ¢7 31 bl 12 10 59 27 80 ec Sf
60 51 7f a9 19 bS 4a 0d 2d e5 7a 9f 93 c9 9c ef
a0 e0 3b 44 ae 2a £5 b0 c8 eb bb 3¢ 83 53 99 61
17 2b 04 7e ba 77 d6 26 el 69 14 ©3 55 21 0c 7d

Bdng B.2: S-box nghjch dao AES
B.1.4. Phép bién d6i ShiftRows()

Trong phép bién adi ShiftRows(), cac byte & ba dong cubi clia Trang thai dwoc dich vong
1én mét sé Iegng bytes khac nhau (offsets). Hang thir nhat, hang 0 dugc gi® nguyén (khdng
dich chuyén).

Cu thé, phép bién ddi ShiftRows() dugc thic hién nhir sau:

MO OQT Y OO Jdaawbh WN RO

Theo dé cac byte dich sé chuyén sang trai (nghia 1a cAc gia tri thAp hon clia ¢ trong mét
hang cho triréc), trong khi cac byte phia trai ngoai cung dich vdng sang cac vj tri phia phai
ngoai cung cua hang (t(rc 12 nhirng gia trj cao hon cla ¢ trong hang cho trwéc).

Hinh B.2 mb ta phép bién @i ShiftRows(), trong d6 céac byte dwgre dich vong sang trai.
B.1.5. Phép bien ddi ShiftRows~1()

ShiftRows () |& phép nghich ddo clia phép bién ddi ShiftRows(). Céc bytes trong ba dang
cudi clia Trang thai droc dich vong 18n mét sb Ivong bytes khac nhau. Dong thir nhét, déng
0 khéng dich chuyén. Ba dong dwéi cling dworc dich vang 1én 4 — r bytes, & day r 1a sé thir
tw vong.

Cuy thé, phép bién ddi ShiftRows () duwgc thire hién nhw sau:
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Sr(ctrymods = Sy VOI0<r<4,va0 < c<4.

Hinh B.3. mé ta phép bién ddi ShiftRows ()

sShifteows ()
< B R
S0 |5-2]5-3 Sro|Sra [Sr2 |53
5 5
Soa | Sus | Sua | Ses Sop | Soa | So2 | Sas
So | Su [ S| S | (LD |5y | s | S | S
So | Su(Sar |5 | (LR |55 855, | Sy

S0 Suy (a2 [Sas | (M1 | 835|850 (85 |2

Hinh B.2: ShiftRows() dich vong ba déng cuéi clia Trang thai

ShiftRows™ ()
- Ty
Sro |51 |52 |53 S;‘o 3;,1 s;.z 5;3
s s*
Sop | Sa1 | Sa2 [ Ses Sop | Sox | So2 | Sas
S0 Sy S |Su | LU | Su | S | Su | fu
S| fu S (S| LI | Sy S S0 [ Su
S0 Sy |5 |s | cLEEE | 5 ) 55| Su | S

Hinh B.3: ShiftRows~1() djch véng ba déng cudi cha Trang thai.
B.1.6. Phép bién ddi MixColumns()

Phép bién ddi MixColumns() thao tac trén Trang thai, thay m&i cot bang cdt khac. Cac cot
ctia Trang thai dwge xem nhw nhirng da thiec trén tredng GF(28) va dwgre nhan modulo x* +
1 véi da thire cb dinh a(x) cho treéce, a(x) = {03}x3 + {01}x? + {01}x + {02}. Phép nhan nay
c6 thé viét dwdi dang phép nhan ma tran:

.| [02 030101 s,
s, 0102 03 01 s,
$he| [01010203]s,,
03 010102]s,, |

s'(x) = a(x)®s(x): “ Voi0 < ¢ < 4

Két qua clia phép nhan trén |a bén byte trong cdt dwge thay thé nhe sau:
44
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S'0c = ((02) « o) @ ({03} * 51,)Bs7, D53,
"1 = S0, © ({02}« 51, )B ({03} « 55, )Bs3
' = So.c @ S1,. B({02} ¢ 55, )D((03) « 53,)
§'3c = ({03} » s0.) B 51, DSz B{02) » 53,)

Todn tiy @ trong cac biéu thirc trén biéu thi phép céng trong trrdng GF(28), véi phép cdng
bit XOR. Phép nhan duwoc thire hién theo modulo ctia da thirc bat kha qui clia tredng. Trong
trrdng hop thuat toan AES dé 1A da thire x® + x* + x3 + x + 1.

Hinh B.4 mé ta phép bién ddi MixColumns().

MixColumns ()

So0,0 S0 g 553 ;:.o‘ Yo S0 5;,3
Sio S 12 |13 Sto |21 s 513
S30 2 923|523 $20 S;*’ 522 | 523
S10| S3c [$22 | 5as 3;.0 S;-C ;,2 5;,3

Hinh B.4 — MixColumns () thao tic trén Trang thai, thay cdt bing cét khac
B.1.7. Phép bién ddi MixColumns=1()
MixColumns™*() 14 phép bién ddi nghich dao clia phép bién ddi MixColumns().
MixColumns~1() thao tac trén Trang thai, thay mdi cot bdng c6t khac. Phép bién ddi nay cb
thd biéu di&n dwdi dang phép nhan ma tran, & diy mdi byte dwoc coi nhir mét phan t& cla
triedrng hiru han GF(28):
' [0e 0b 0d 09 So. V6i0 < c¢c < 4
s 09 Oe 0b 04 | s,
$'e 0d 09 Oe 0b | s,

S3.e |_Ob 0d 09 Oe_ 8y

s'(x) = a1 (x)®s(x)

Két qua cGa phép nhan |4 bon byte trong mdi cét dwgc thay thé nhir sau:
s'0c = ({0€) » 50.) B ({0b) » 51,)D({0d} * 52,.) B({09} * 53,)
"1 = ({09} » 50.c) @ ((0d} « 51, )D{Ob}) » 5,..) BHOd} « 53,0)
s'2c = ({0d} e 55} B ({0€} « 51, )D({0€} » 52,.) D{Ob} « 53,)
"3 = ({OB} » so.c) B ({09} * 51,)D({09) * 52,.) B{O€} * 53.0)
B.1.8. Phép bién d6i AddRoundKey()

Trong phép bién ddi AddRoundKey(), khéa vong dwge cong vao Trang thai bang phép cong
bit don gidn XOR. M&i khéa vong gom bén tir (128 bit) lay tir lvgc dd khéda (dugec md ta tai
5.2.5). Bon tir nay dwec cong vao cbt Trang thai nhw sau:
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[5'0,c15'1,c,5'z,c, 5'315] = [so,c, 18200 53@] 45 [w(,,.iﬂ)] vihi0 < c< 4

O day, 0 < c<4va W(sis) 14 céc tlr cla luge 3 khoa thir ¢ cua khéa vong the | W, =
[Wearty, Wear a1 Wearisa) Wearis3y] VA 112 gid trj thude khodng 0 <i < Nr. Trong phép ma hoéa,
phép cdng khéa véng ban ddu xay ra khi i = 0, trvde (rng dung thr nhat clia ham véng. Viée
ap dyng phép bién ddi AddRoundKey() cho Nrvéng clia phép ma hoéa xay ra khi 1 <i< Nr.

Hoat ddng cua phép bién dbi AddRoundKey(), dwgc minh hoa trén Hinh B.5. Dia chi byte
trong cac tir cla legc dd khéa dugc mé ta trong Pidu 2.2.2.2,

SO,c ' SO,c i .
o, So.2 | So,3 Sod . [S0.2 | S0
S]C B w“l+c ' S]C ' f
s s o |
Sod "6 | S22 523 Sad T2 855|803
534 83, [ 532533 Sid S30 |$3.2 | 533

Hinh B.5: AddRoundKey() cong bit XOR tirng cét clia Trang thai véi méi i 13y tie
lwgre d6 khoa
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QUY CHUAN KY THUAT QUOC GIA
VE CH(Y KY SO SU’ DUNG TRONG LINH VU'C NGAN HANG

National technical regulation on digital signature used in banking

1. QUY D|NH CHUNG
1.1. Pham vi didu chinh

Quy chuan ky thuat quéc gia ndy quy dinh mc gi¢i han clia cac dic tinh ky thuat mat ma
clia ch@ ky s6 s dung trong linh vigc ngan hang.

1.2. Béi twong ap dung

Quy chuan nay ap dyng d6i vdi cac doanh nghiép kinh doanh san pham, dich vu méat ma

dan sy trong ITnh virc ngan hang; cac td chire tin dyng (trie quy tin dung nhéan dan co s&

c6 tai san dwdi 10 ty, td chirc tai chinh vi mé) sir dung san pham, dich vy mat ma dan sy.

1.3. Tai liu vién dan

- Recommendation for Random Number Generation Using Deterministic Random Bijt
Generators, NIST SP 800-90A Rev. 1, National Institute of Standards and Technology,
June 2015. (Khuyén céo cho bé sinh sé nglu nhién sir dung bo sinh bit ngau nhién tat
dinh, NIST SP 800-90A Rev. 1, Vién tiéu chuln va céng nghé quéc gia (My), thang 6
nam 2015).

- RSA Laboratories. PKCS#1 v2.1: RSA Cryptography Standard. June 2002. (Phong thi
nghiém RSA. PKCS#1 v2.1: Tiéu chudn mat ma RSA. Thang 6 nam 2002).

- TCVN 7635:2007 Ky thuat mat ma — Chir ky sé.

- NIST, Federal Information Processing Standards Publication 186-4, Digital Signature
Standard (DSS), July 2013. (NIST, Tiéu chuln xtr ly théng tin lién bang, Chuén chir ky
s6 (DSS), thang 7 nam 2013).

- NIST, Federal Information Processing Standards Publication 180-4, Secure Hash
Standard (SHS), August 2015. (NIST, Tiéu chuan x& Iy thang tin lién bang, Chuén ham
bam an toan (SHS), thang 8 nam 2015).

1.4. Giai thich tr ngl¥

Trong Quy chuan nay, cac tir nglr dwdi day dwoc hiéu nhw sau:
1.4.1.

Thoéng tin khong thugc pham vi bi mit nha nwéc

La théng tin khdng thudc nodi dung tin “tuyét mat", "téi mat" va “mat" dwoc quy dinh tai
Phap l1énh Bao vé bl mét nha neédc ngay 28 thang 12 nam 2000.

142
Mat ma

La nhirng quy tic, quy wéc riéng dung dé thay ddi hinh thiec biéu hién thdng tin nhdm bao
dam bl mét, xac thirc, toan ven clia ndi dung thdng tin.
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1.4.3.
Mat ma dan sy

LA k¥ thuat mat ma va san phdm mat ma dwoc st dung dé bao mat hoic xac thwe ddi voi
thong tin khéng thugc pham vi bi mat nha nwéce.

1.4.4.
San phadm mat ma dan sy

La cAc tai liéu, trang thiét bi k¥ thuat va nghiép vu mat ma dé bao vé thong tin khong thudc
pham vi bl mat nha nuéc.

1.4.5.

Ky thuat mat ma

La phuong phap, phuong tién c6 (rng dung mat ma dé bao vé théng tin.

1.4.6.

Ma héa

Phép bién ddi (kha nghich) d@ liéu bdi thuat toAn mat ma dé tao ra ban ma, tirc 14 che
giu noi dung thang tin ctia d lidu.

1.4.7.

Giai ma

Phép toan ngwoc véi phép ma hoéa twong &ng.

1.4.8.

Mat ma phi déi xirng

Hé thong dua trén ky thuit mat ma phi ddi xirng, trong d6 phép bién ddi cong khai dwoc
st* dung @& m& héa, phép bién ddi bi mat dwgc str dyng dé gidi ma.

1.4.9. ‘

Ky thuat mat ma phi @i xiPng

Ky thuat mat ma phi dbi xirng st dung hai phép bién déi lien quan dén nhau, phép bién
ddi cong khai (dwoc xac dinh bdi khéa céng khai) va phép bién ddi bi mat (dwoc x4c dinh

b&i khéa riéng). Ca hai phép bién dbi nay ¢é tinh chét 1a cho biét phép bién ddi cong khai,
vé mit tinh todn khang thé cé kha nang xac dinh dwoc phép bién dbi bi mat.

1.4.10.
Chi ky sé

M6t chubi sb, két qua clia phép bién ddi mat ma trén thong diép di¥ liéu nham cung cép
mot phuong tién dé kiém tra tinh x4c thire cla ngudn gbc théng diép di liéu, tinh toan ven
clia d( liéu va tinh khang thé chdi b cla ngudi da ky.
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1.5. Céc ky hidu

AES

Octet

n

EM

emlen

1205P

0§2IP

LCM

nlen

security_strength

N

L

PKCS

Tiéu chudn ma héa tién tién (Advanced Encryption Standard)
Chubi bit c6 dd dai bang 8

Modulo RSA

S6 mo bi mat RSA

Sé mo cdng khai RSA

Khéa cong khai RSA cta nguoi ky

Mat biéu dién ciia ban ma, 1a sé nguyén thude (0,n—-1)
Ban ma dugc biéu dign & dang chudi octet

Chudi Octet biéu di&n théng diép da dwoc ghi ma

B dai theo Octet cia EM

D6 dai modulo n tinh theo octet

Mbt bidu dién clia théng diép (van ban), 1a s nguyén thudc
(O,n - l)

Théng diép (van ban), chudi octet

Ham co s& chuyén di tir dang s6 nguyén sang chudi octet
(Integer-to-Octet-String Pnmitive)

Ham co s& chuyén ddi tir chubi octet sang sé nguyén (Octet-
String-to-integer-Primitive)

Bdi chung nhd nhat (Least Common Multiplier)
D6 dai modulo n theo bit

dd manh vé an toan (security_strength) Ia mét sé nguyén biéu thi
lrong tinh todn can thiét dé pha hé ma

ta ky hiéu d6 dai theo bit ctia s6 nguyén td q
la ky hiéu d6 dai theo bit clia s6 nguyén té p
Toan tir ndi hai chudi

Tiéu chudn mat ma khoa cdéng khai (Puplic Key Cryptography
Standard) do Phong thi nghiém RSA (My) ban hanh,

6
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PSS Lwgc db ky xac suét (Probabilistic Signature Scheme )

RSA Tén cda hé ma do ba nha toan hoc Rivest, Shamir va Adleman
sang taora

RSAVP Phép toan co s& phyc vy cho kiém tra chi ky RSA

RSASP Phép toan ky RSA co s&

RSASSA :L;z:ngi) ky RSA kem phy luc (RSA Signature Scheme with

SHA Thuat toan bam an toan (Secure Hash Algorithm).

Word Ttr (32 bit)

DSA Thuét toan chir ky s6

EC Puwdng cong Elliptic

ECDSA Thuat todn ch ky sé dwa trén dwdng cong Elliptic
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2. QUY DINH KY THUAT

2.1. Chir ky sb
Tao chir ky Kiém tra chir ky
Théng dizp Théng diép nhin duge
[Thudttoinbim an todd hudt toinbim an todn)
Ban tom lugc Bin tém lugc
Khod Tao chi i
bi mit Ij o Cho Chit Kiém tra Khod
8 k¢ 36 b chit ky 86 cong khai
Chit ky hep 1€
hoic
Chir ky khoag hop 1&

Hinh 1 - M6 ti qu4 trinh tao va kiém tra chir ky s

Ch® ky s6 1a mot dang chir ky dién ti dwoc tao ra bing sir bién ddi mét thong diép di
liu st dung hé thdng mat ma phi d6i xpng theo dé ngudi cé dwgc théng diép dir liéu ban
dau va khoa cong khai clia ngudi ky c6 thé xac djnh duge chinh xac:

- Viéc bién dbi néu trén duoc tao ra bang ding khoa bi mat twong (Png véi khoa céng

khai trong cing mét c&p khoa;

- Sitoan ven ndi dung cla théng diép dr liéu ké tir khi thire hién viéc bién ddi néu trén.
Qua4 trinh sinh ch ky so trén mét théng diép di¥ liéu yéu cau s dung: 1) ham bam mat
ma thirc hién tinh toan trén di liéu sé dwgc ky, 2) st dung khéa méat ma va thuat toan ky
dé tao chir ky s trén diu ra clia ham bam. Quy chuén nay quy dinh str dung khda mat
ma trong thuat toan ky sé, ham bam mat ma dwoc st dung trong qua trinh sinh ch@ ky sé.

2.1.1. Quy dinh ky thuat
2.1.1.1. Quy dinh chung:

Qua trinh chir ky sé Str dung Ghi chu

P6 an toan > 112 bit:

DSA: [p| = 2048 va |q| = 224
RSA: [n] = 2048

EC: |n| > 224

Tao chi¥ ky s6
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Do an toan = 112 bit:

DSA: |p| = 2048 va |q| = 224
RSA: [n| = 2048

EC: |n| > 224

Xac thire chir ky sé

2.1.1.2. Quy dinh chi tiét vé ngudn ngiu nhién:

Céc s6 ngau nhién dwrgc slr dung cho cac myc dich khac nhau nhw dé sinh cac tham sb
mat ma, cac khéa mat ma, céc gia tri ngAu nhién dung mét [an va céc gia trj thach dé xac
thue.

Mbt s bd sinh bit ngau nhién tat dinh DRBG dugc chép thuan dé s dung theo quy dinh
chung bao gdm: HASH_DRBG, HMAC_DRBG va CTR_DRBG.

Céc bbd sinh bit ngau nhién RBG tuan theo SP800-90A phién ban sira d6i lai nam 2015 dé
sinh bit ngdu nhién ciing dwgc chap thuan 3é str dyng tiép.

2.1.2. Chir ky s6 RSA-PSS
2.1.2.1. Céc yéu cau chung

1. C¥p khoa RSA dung dé ky thl khdng dwoc ding cho myc dich khac (chang han ding
lai @& ma théng diép);

2. Hai sé nguyén t6 p, q va sb mi bi méat d cAn phai dwoc gite bi méat tranh viéc bj truy cap
b4t hop phap, 1am 6 hodc stra dbi. Modulo n va s6 mi c¢ong khai e phai dwoc cdng bb
céng khai;

3. M&i nguwoi sl dung can cé Modulo n riéng;

4, D6 dai cia Modulo n (nlen) khéng dwge nhé hon 2048 bit va nén dwoc thay ddi theo
theri gian nhw sau.

Nam (y) .+ @bantoan’ “ | mlentbi t'hiléu
112 2048
y<2020
128 3072

Trong d6, dd manh v& an toan (security_strength) la mdt s6 nguyén biéu thj lweng tinh
toan can thiét dé pha hé ma.

Vi cac phirong phap pha hé ma thwdng xuyén deoc hodn thién nén can phai dinh ky 3
dén 5 nam mot lAn xem xét lai nlen tdi thiéu (c6 thé tham khao chi tiét yéu clu nay trong
tai liéu NIST Special Publication 800-57: Recommendation for Key Management - Part1:
General, January 2016).

- Phién ban ap dung: Ap dung phién ban 2.1 cha tiéu chudn RSA Cryptography Standard
PKCS #1v2.1.

- Ap dyng Ivgc dd RSAES-OAEP dé ma hoa va RSASSA-PSS dé ky.
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2.1.2.2. Quy djnh chi tiét vé cac khéa RSA

1.
a)
b)

S6 mi céng khai e can phaj dwgc chon véi cac rang bubdc sau:
S6 m@ céng khai e can dwoc chon trwéc khitao sé ma bi mat d;
S6 m cdng khai e can phai la sé nguyén dwong lé sao cho

65537 <e < 2nlen-2semrlty_strength
) -—

Véinlen 1& 30 dai clia modulo n theo bit.

Chu y r&ng e cé thé 1a gia trj bAt ky ma thod man rang budc 1(b); p va q s& dwec chon
(trong myc 2) sao cho e la nguyén td cling nhau vé&i ca (p — 1) va (g — 1).

C)

d)
3.
a)
b)

Hai s& nguyén té p va ¢ dwoc tao ngdu nhién va git bi mat can phai dwgc chon véi
cac rang budc sau:

(p — 1) va (g — 1) can phai la nguyén t4 cing nhau v&i sb ma cong khai e;

M&i mot trong bdn sé (p + 1), (p — 1) va (g + 1), (g — 1) can phai c6 c&c nhan tiF
nguyén t8 1&n hon security_strength+20.

Nhan tr nguyén t6 bl mat p, ¢ can phai dwec chen ngdu nhién tir cac s nguyén tb
thoda man (ﬁ)(z(nlenlz)—l) <g<p< (Z(nlenlz) _ 1);

|p _ ql > 2(nlen/2-100)_

S6 mii bi mat d can phai dwoec fra chon sau khi tao p va g v&i cac rang budce:

S6 mi d can phai I&n hon 2(en/2) v

d = e 'mod(LCM((p — 1), (g — 1))

(Chi tiét vé ham tao cac tham sé RSA co6 thé tham khao trong tai liéu FIPS 186-4: Digital
Signature Standard).

2.1.2.3. Tao chir ky sb
RSASSA ~ PSS — SIGN(K, M)

Dau vao: K khoa bi mat RSA clia nguwdi ky

M  théng diép sé duoc ky, [a mét chudi octet

Pau ra: S ch? ky, chudi octet c6 dé dai k, v&i k 13 do dai cua
modulo RSA theo octet
Théng béo 16i: “van ban qua dai®, “&i dinh dang”
Cac buwoc:

1.

M3 hod EMSA — PSS: Ap dung thao tac EMSA — PSS — ENCODE vao van ban M dé tao
ra thdng diép dwgc dinh dang EM c¢é dd dai [(modBits — 1) /8] octet sao cho d dai bit
clia s6 nguyén 0S2IP(EM) nhiéu nhét |a modBits — 1, v&i modBits 1& d§ dai theo bit
clia s6 n (modun RSA):

EM = EMSA — PSS — ENCODE (M, modBits — 1).
Chu y rdng d6 dai octet clia EM sé bing k -1 néu modBits — 1 chia hét cho 8 va bang
k néu modBits — 1 khang chia hét cho 8. Néu ham EMSA — PSS — ENCODE cho ra

10
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théng bao 16i “van bdn qué dai" thi RSASSA — PSS ~ SIGN cfing cho ra théng bao 15i
“van ban qua dai” va dieng lai. Néu EMSA ~ PSS — ENCODE cho ra théng béo “/3i djnh
dang” thi RSASSA — PSS — SIGN cfing cho ra thong bao “I1&i dinh dang” va dirng Jai.

2. Chiz ky RSA:

a. Chuyén théng diép da dwoc dinh dang (chudi octet) EM fhanh biéu dién théng diép &
dang sb nguyén m.

m = OS2IP(EM).

b. Ap dung phép toan co s& RSASP v&i K |a khoa bf mat RSA va biéu di&n théng diép m
dé tao ra biéu di&n che ky 1a s nguyén s:

s = RSASP(K,m).
c. Chuyén chir ky s dang sb nguy&n thanh ch ky S dang chudi octet c6 d6 dai k:
S = I20SP(s, k).
Pwa ra chir ky S.
2.1.2.4. Xac thwe chir ky sé
RSASSA — PSS — VERIFY ((n,e), M, S)

DAu vao: (n,e) khoa cdng khai RSA cha ngwdi ky

M  thong diép ma chi ky cla né can dugc kiém tra, 1a
chudi octet

S ch ky dwgc kiém tra, chubi octet c6 dd dai k, voi k
[2 43 dai theo octet clia s6 n, modulo RSA

PAu ra: “ch ky hop |&" hodc “ch ky khéng hop [&”

Cac buéc:

1. Kiém tra do dai: Néu do dai clia chiz ky S khdng 1a k octet, cho ra théng béo 16i “chi¥ ky
khdng hop 1€” va dirng lai;

2. Kiém tra chir ky RSA;
a. Chuyén chi¥ ky S thanh biéu didn ch ky & dang sé nguyén s;
s = 0S2IP(S)

b. Ap dung phép toan co s& RSAVP v&i khoa cong khai RSA 1 (n, e) va biéu di&n chir ky
s dé tao ra m la s6 nguyeén biéu dién thong diep;

m = RSAVP((n,e),s)

c. Chuyén biéu dién théng diép m thanh théng diép da dwoc dinh dang EM c6 36 dai
emlen = [(modBits — 1)/8] octet, v&i modBits |& 3 dai theo bit cha s6 n (Modulo RSA):

EM = I20SP (m,emlen)

11
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Chl y rdng emlen sé& bing k — 1 néu modBits — 1chia hét cho 8 va bing k néu
modBits — 1 khong chia hét cho 8. Néu [20SP cho ra théng béo 161 “s6 nguyén qua
|&n” thl RSASSA — PSS — VERIFY cho ra théng bao 18i “chi ky khéng hop 187 va dirng
lai.

3. Kiém tra EMSA — PSS: Ap dyng thao tac kiém tra EMSA — PSS — VERIFY vao théng
diép M va théng diép da duge djnh dang EM dé xéc djnh xem chiing cé twong ¢ng véi
nhau hay khong;

Result = EMSA — PSS —VERIFY (M,EM,modBits — 1).

4. Néu két qua (Result) 1a “phi hop” thi cho ra “chir ky hgp 18”. Nguworc lai sé& cho ra “chi
ky khéng hop I€".

2.1.3. Chir ky so ECDSA
2.1.3.1. Quy djnh chi tiét vé cac khéa ECDSA:
Kiém tra tinh hop |& clia cac tham sé mién (p, SEED, a, b, G, n, k) nhir sau:

Xau SEED dung dé sinh ngau nhién dudng cong Elliptic xac dinh trén tredng F,véipla s6
nguyén t6 &

Trwde khi st dung mét bd tham sé mién, tinh hgp 18 clia né phai dwoc kiém tra theo thuat
toan dw¢i day:

1. Kiém tra p 12 mét sé nguyén t6 ié.

Kiém tra a, b, x5, ¥ |& cac phan tir cla tredng F,.

Kiém tra rdng a va b dwoc dan xuat tvong (g tir SEED.
Kiém tra (4a® + 27b%) khac O va j(E) # 0;1728 trong E,
Kiém tra y = x3 + ax¢ + b trong F,.

Kiém tra n 1a nguyén té va n > 4./p.

Kiém tra nG = 0.

® N O ;AW N

Kiém tra dwdng cong cb thude danh sach cac duwdng cong yéu:

a. Thoa man diéu kién MOV, (chu y ring mét dwéng cong thoa man didu kién
MOV sé khéng phai 1a duwdng cong siéu bién).

b. Kiém tra duéng cong khdng ki di, nghta la #E # p.
Néu bat ky sir kiém tra nao & trén that bai thi tham sé mién phai dwoc xem 1a khang hop
€.
Diéu kién MOV duwogc hidu 1a khéng cé gia tri k nguyén dwong ndo 0 < k < B dé cho

p¥ — 1 chia hét cho n. Trén thyc hanh hién nay |p| = 224 bit thi ngwdita xét véi B = 15
la a0 vi khi @6 |[p*| = 3360 > 2048.

Cac hé sb a,b cia dwéng cong dwgc sinh ngdu nhién trén F, tir dau vao SEED va cb thé
kiém tra dwoc.

Khoa bi mat d phai dwge sinh ngiu nhién trong khodng [1,n - 1].

12
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Buwéong cong Elliptic xac dinh trén trwdrng hivu han F, véi téi thiéu |p| = 224 bit va duoc
xac dinh cy th& nhw sau:

Do dai bit ctia n D dai bit cua p
224 - 255 Ip| = 224
256 - 383 Ip| = 256
384 - 511 Ip| = 384

> 512 lpl = 521

Pai

lrgng Cofactor dwoc dinh nghta va ky hiéu 1 h = #E(F,)/n tuan theo bang dwédi day:

Do dai bitctan Gia tri h cwc dai cho phép
224 - 255 214
256 - 383 216
384 - 511 224
2512 232

2.1.3.2. Tao chir ky sb

Thuat toan Chir ky s6 Bwong cong Elliptic (ECDSA) thirc hién viéc sinh chi ky clia théng
bao m, lam viéc nhw sau:

Sinh chir ky ECDSA

Pau vao: Cac tham sb mién (E, P), khoa bi mat d, théng bao m.
Pau ra . Chir ky (7, s).

1.

® N O AN

Lay 0 < k < g mét cach ngdu nhién
(2, Yr) « kP

r «—xp mod q

Néu r = 0 thi chuyén vé burrdc 1

k —k 1modq

e « H(m)

s k(e + rd) mod q

Néu s = 0 thi quay vé buéc 1

13
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9. Travé (r,s)

2.1.3.3. Xac thyc chir ky s6
D& kiém tra chtr ky sb (r,s) ctia théng bao m, nguwdi kiém tra tinh céc bwrdce sau (Q = dP
- ky hiéu khoa céng khai):

Kiém tra chr ky ECDSA

Pdu vdo: Cac tham sé mién (E, P), khoa cong khai @, théng bao m, chi¥ ky (r, s)
Dau ra : Chap nhan hodc bac bd chir ky.

1. Kiémtrardng0 < 1,5 < gq

s' s 1 mod g

e «H(m)

h, «s’emod g

h, «~s'r mod q

R = (xg, ¥r) €M P + 0
Néu R = 0 thi bac bd chir ky.

© N o ok W DN

Néu xz mod ¢ = r thi chap nhan, nguwgc lai thl bac bd.

2.1.4. Chir ky s6 DSA
2.4.4.1. Quy dinh chi tiét vé cac khéa DSA:

Céc tham sb rieng bi mat k phai 1a s6 dugc sinh ngdu nhién 0 < k < g v&i d8 dai
|q| khéng nho hon 224 bit.

2.1.4.2. Tao chir ky sé

Chon N 13 dd dai bit clia g, min(N, outlen) biéu thj s6 nguyén dwong nhd nhat N va outlen
la 6 dai bit ctia khéi diu ra ham bam.

Chtr ky clia mét théng diép M bao gdm cép s6 r va s dwoe tinh toan nhw sau:

r = (gk mod p) mod q.

7 = céc bit tan cung bén trai min(N, outlen) cia Hash(M).

s = (k¥'(z + xr)) mod q.

Khi tinh s, xau z thu dwoc t ham Hash(M) sé& duwgc bién ddi sang mét sb nguyén.

Chi y r cé thé duwoc tinh bat ¢ khi nao néu biét k,p,q va g. Vi du: bét c& khi nao cic
tham s6 mién p,q va g dwgc biét, va k dugc tinh toan tredc thi r ciing cb thé duoc tinh
trede vl thong tin clia théng bao dwoc ky khéng yéu ciu cac tinh toan cta r. Viéc tinh
tredce giad tri k, k™1 va r sé duoc bao vé mdt cach tvong ty nhwe khoa riéng x t&i Khi tinh
toan xong s.

14
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Gi4 trj ctia 7 va s s& dwgc kiém tra d& xac dinh xem r = 0 hay s = 0. Néu mdt trong hai
r = 0 hodcs = 0 thi mét gia tri m&i cua k sé dwgce sinh ra va chr ky sé dwoc tinh toan
lai. Néu chir ky sé dwoc sinh ra ding d4n, thi rat hiém khi xdy ra r = 0 hodc s = 0.
Che ky (r,s) c6 thé dwoc truyén di cuing thong diép dé xac thiec.
2.1.4.3. Xac thie chir ky 86
Goi M’,r', va s’ la cac phién ban tweong trng da nhan dwoc clia M,r va s; goi yla khéa
cbng khai clia nguedi ky; goi N 14 db dai bit clia g, va min(N, outlen) biéu thj sé nguyén
dwong nhd nhat N va outlen, & day outlen 14 46 dai bit clia khdi d&u ra ham bam.
Tién trinh x4c thire ch@ ky dwoe thire hién nhe sau:
1. Kiém tra néu mot trong hai diéu kién 0 <’ < gva 0 < s’ < g bj vi pham thi chiz ky bi
tlr chéi va dwgc coi 1a khéng hop 1é.

2. Néu ca hai didu kién & bwdc 1 dwgc théa man thi:

w = (s)Y"tmod q

z = CAc bit tan cung bén trai min(N, outlen) cia Hash(M").

ul = (zw) mod q.

u2 = ((r"Yw) mod q.

v = (((9)*! (»)*?) mod p) mod q.
3. Néuv = 7, khi d6 ch@ ky duoc Xac thye.

4. Néu v khac 7, khi @6 théng bao hodic ch® ky cb thé da bi thay ddi, cb thé do 16i trong
tién trinh sinh chix ky hoac ch ky cé thé bi gid mao.

2.1.5. Chiv ky s6 RSASSA-PKCS1-v1_5
2.1.5.1, Cac yéu cau chung

1. Cap khoa RSA dung dé ky thi khéng dugc dung cho myc dich khac (chdng han ding
lai d& ma théng diép);

2. Haisé nguyén té p, g va sé ma bf mat 4 can phai dugc gi® bl mat tranh viéc bj truy cap

bAt hop phap, 1am 16 hoac stpa ddi. Modulo n v sé mi cong khai e phai dugc cdng bd

céng khai,

Mbi ngurdri st dung cin c6 Modulo n riéng;

4. Do dai cia Modulo n (nlen) khéng dwoc nhd hon 2048 bit va nén dwoc thay ddi theo
thovt gian nhe sau.

w

N&m (y) " - dpantoan . nlen téi thidu' -
112 2048
y<2020
128 3072

Trong d6, 6 manh vé& an toan (security_strength) 1a mét sé nguyén bidu thi lwong tinh
toan can thiét dé pha hé ma.

15
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Vi céc phuong phap pha hé ma thudng xuyén dwge hodn thién nén can phai djnh ky 3
dén 5 ndm mat 1an xem xét lai nlen t6i thidu (cé thé tham khao chi tiét yéu cau nay trong
tai liéu NIST Special Publication 800-57: Recommendation for Key Management — Part1;
General, January 2016).

2.1.5.2. Quy djnh chi tiét vé cic khéa RSA

1. 86 m( cdng khai e can phai dwgc chon voi cic rang budc sau:
a) S& micéng khai e can dwoc chon trede khi tao s6 m bi mat d;
b) S6 mi cong khai e can phai la sé nguyén dwong I sao cho

65,537 <e < 2nlen-2$ecurity_szrengm
V&i nlen la 30 dai cia modulo n theo bit.

Chu y rdng e cé thé 1a gia trj bAt ky ma thod man rang buéc 1(b); p va q s& dugc chon
(trong myc 2) sao cho e la nguyén té clng nhau vé&i ca (p — 1) va (g ~ 1).

2. Hai s6 nguyén t6 p va q dwoc tao ngadu nhién va gil bi mat can phai dwoc chon vdi
cac rang budc sau:

a) (p— 1) va (g — 1) can phdi nguyén t6 clng nhau véi s6 mil cong khai e;

b) M&i mét trong bon s6 (p + 1), (p — 1) va (g + 1), (g — 1) c&n phai cb cac nhan t&
nguyén té l&n hon zsecurity_strengthﬁo:

c) Nhan t nguyén t& bl mat p, q cAn phai dwoc chon nglu nhién tir cac sb nguyén t6
thod man (vV2)(2(nlen/2-1) < g < p < 2(nlen/2) _ 4

d) |P - ql S 2(nlen/2—100)'

3. S6 mi bi mat d can phai dwoc Ira chon sau khi tao p va g v&i cac rang budc:

a) SO m0 d can phai l&n hon 2(0en/2) | ya

b) d=e"‘mod (LCM((p — 1), (g - D))

(Chi tiét v& ham tao cac tham s6 RSA cé thé tham khao trong tai liéu FIPS 186-4: Digital
Signature Standard).

2.1.5.3. Tao chi¥ ky sb
RSASSA — PKCS1—V1.5—SIGN (K, M)

DHiu vao: K khéa bi mat RSA cla ngudi ky
M théng bao dwec ky theo xau b 8

Paiu ra: S Chir ky, mét xau bd 8 clia d6 dai k trong d6 k 1a dd
dai theo bo 8 clla RSA modulo n

Céc 16i “Théng bao quéa dai”; “Modulo RSA qua ngén”

Céac bwéce thue hién:

1. M3 héa EMSA-PKCS1-vi_5:

Ap dung ma héa EMSA-PKCS1-v1_5 dbi vai théng bao M dé tao ra ban ma EM c6 dé dai
la k bd 8.
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EM = EMSA ~ PKCS1 — V1.5 — ENCODE (M, k).
2. Chi¥ ky RSA:
a. Bién ddi ban ma EM thanh sé nguyén m
m = OS2IP(EM) .

b. Ap dung chir ky s6 nguyén thly RSASP1 cho khéa riéng K va théng diép m dé tao ra sb
nguyén s

s = RSASP1 (K, m).

c. Bién ddi s twong (rng thanh ch ky S c6 do dai k bo 8
S = I1208P (s, k).

3. Bwa ra ch(r ky S.

2.1.5.4. Xac thwe chir ky sé

RSASSA — PKCS1— V1.5 — VERIFY ((n,e), M,S)

Dau vao: (n,e) khda cong khai RSA clia nguoi ky
M thong bdo (chi ky sb) can xac thic theo xau bd 8

S Chir ky can xac thye 1a xau bd 8 db dai k trong d6 k
14 @6 ddi theo bd 8 clia RSA modulo n

Diu ra: “Ch@ ky hop 1€” hodc “chiz ky khdng hop 1€”
Cac 16i: “Théng diép qua dai”; “Modulo RSA qua ngén”
Céac burée thue hién:

1. Kiém tra 36 dai: Néu do dai clia chit ky S khéng phai 14 k cac bd 8 thi xuat dau ra “ch
ky khéng hep 1€” va dirng lai.

2. Xac thiee RSA:
a. Bién dbi S thanh sé nguyén s
s = 0S2IP ().

b. S& dung RSAVP1 nguyén thiy cho kh6a RSA cdng khai (n, e) va s dé tao ra sb nguyén
m

m = RSAVP1 ((n,e),s).

Néu ddu ra RSAVP “ch ky sb dai dién niim ngoai dai hop 1&” thi dua ra “ch ky s6 khdng
hop 18" va durng lai.

c. Bién d&i m thanh EM cb db dai k cac bd 8:
EM = I20SP (m,k).
Néu diu ra 1205P “sé nguyén qua 1&n” thi dwa ra “ch@ ky sé khong hop 1&” va dirng lai.
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3. EMSA-PKCS1-v1_5 encoding:

Ap dung ma héa EMSA-PKCS1-v1_5 dbi v&i théng diép M dé tao ra ban ma thr 2 EM’ ¢c6

dé dai k cac bd 8:

EM’' = EMSA — PKCS1—V1.5 — ENCODE (M, k).

4. So sanh EM va EM’ néu gibng nhau thi ch@ ky hop |1, nguec lai chir ky 1a khéng hop

1é.

2.2. Ham bdm

Ham b3m: M4t thuat toan chuyén ddi mbi thong béo bidu dién dwdi dang bit c6 dd dai bat
ky thanh mét chudi bit c& dd dai cb dinh. Chudi bit c6 dd dai cb dinh d6 dwgc goi 1a “gia tri
bAm", “ma bam", hai don gian /a “tém |wgc’ cla thdng bao dau vao. Cac thuat toan bam

mat ma dwooc thiét ké sao cho thda man cac tinh chét sau:

- Tinh m6t chidu hay tinh khang tién anh: Khang thé tim dwgc trong thei gian cho phép
modt thong bao cé gia tri bam cho treedece;

- Tinh khang tién anh thi¥ hai: Cho trvdc thdng diép M1, khdng thé tim dwoc trong thei
gian cho phép mét théng diép M2 khac M1 sao cho gia tri bam cGa M1 va M2 |a nhw

- Tinh khang xung ddt: Khéng thé tim dwoc hai chudi bit khac nhau ¢6 cling mét gia tri

Trong Quy chuan nay cac ham bam sau day dwoc phép sl dung.

Ham bam ap dung

SHA-256, SHA-512/256,
SHA3-256

SHA-384, SHA3-384

nhau;
bam.
P§ an toan
128
192
> 256

SHA-512, SHA3-512

18
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3. QUY BINH VE QUAN LY

3.1. Cac m(rc gi&i han clia dac tinh ky thuat mat ma va yéu clu quan ly ctia ch ky sb néu
tai Quy chudn nay 1a céc chi tiéu chat luvgng phuc vy dugc quan ly theo quy dinh v& quan
ly chat lvong san pham, dich vy mat ma dan sy duroc quy dinh tai Luat An toan thong tin
mang ngay 19 thang 11 nam 2015.

3.2. Hoat ddng kiém tra chat lwgng san pham, dich vy mat ma dwoc co quan quan Iy nha
nwée b thAm quyn tién hanh djnh ky hang nam hodc dot xuét.

3.3. M6t sb quy dinh v& ngu@ng thdi gian va dé an toan khéa cy thé:
- Quy dinh nghiép vu chung ddi véi @6 an toan khéa mat ma:

D¢ an toan theo bit I Thoi han st dung quy djnh
96 Pén cudi ndm 2020
112 Pén cubi nam 2030
=128 | Tl nam 2030

- Thoi han str dung dugc quy dinh chi tiét d6i v&i dé an toan khéa mat ma khéa céng
khai tinh theo bit:

oy dinh RsA DSA (0% dai p
2020 Ip| = 1536 |p| = 1536,{q| =192 192 -224
2030 lpl = 2048 |p| = 2048, |q| =224 224 - 255

Sau 2030 lp| = 3072 Ip] =3072,|q| = 256 256

- Céacham bam twrong tpng theo Bé an toan bit:
Ham bam bo an toan
SHA-224 112
SI—E—ZSS L 128
SHA-512 256
SHA-384 192_
WHIRLPOOL 256

- Db an toan theo bit quy ddi gitta RSA, DSA va ECDSA nhy sau:
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Po an toan ECDSA RSA DSA
112 224 2048 2048
128 256 3072 3072
192 384 7680 7680
256 512 15360 15360

3.4. Quy dinh vé& an toan cai d5t va s dung:

Cé4c thuat todn chir ky sb khi cai dat phan mém va phan clrng con c&n cé du khd nang 5\\

chéng lai cac tan cbng kénh k& nhét 1a chéng lai viéc tinh ra duoc cac bit khéa trong qua
trinh thye hién thuét toan.

4. TRACH NHIEM CUA TO CHUC, CA NHAN

4.1, C4c tb chirc tin dyng (irlr quy tin dung nhan dan co s& ¢ tai san dwdi 10 ty, t6 chike
tai chinh vi md) st dyng san pham, dich vu mat ma dan sy c6 trach nhiém dam bao tuan
tht Quy chuan nay va chju sy kim tra clia co quan quan ly nha nwédc theo quy dinh.

4.2. Doanh nghiép cung cip san pham, dich vy mat ma dan sy cho céc t& chirc tin dung
(trlr quy tin dyng nhan dan co sé& ¢6 tai san dwdi 10 ty, t6 chire tai chinh vi ma) ¢ trach
nhiém thirc hién céng bd hop quy san phdm, djch vy mat ma dan sy phl hop voi Quy
" chudn nay. Viéc céng b hop quy thiwe hién theo Théng tw s6 28/2012/TT-BKHCN ngay
12 thang 12 ndm 2012 ctia B Khoa hoc va Céng nghé.

4.3. Cyc Quan ly mat ma dan sy va Kiém dinh san phdm mat ma — Ban Co yéu Chinh pha
¢4 trach nhiém tiép nhan dang ky céng bd hop quy, thyc hién quan ly, hwéng dan va kiém
tra viéc cdng bd horp quy.

5. TO CHUPC THU'C HIEN

5.1. Cyc Quan ly mat ma dan sy va Kiém dinh sd@n phdm mat ma — Ban Co yéu Chinh phi
c6 trach nhiém hréng dan, td chire trign khai quén Iy ky thudt mat ma clia Chir ky s6 theo
Quy chuan nay.

5.2. Trong treérng hop cac quy dinh néu tai Quy chuan ky thuat quéc gia nay cé sy thay
ddi, bd sung hodc dugc thay thé thi thirc hién theo quy dinh tai vin ban méi /.

20
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_QUY CHUAN KY THUATQUOC GIA
VE QUAN LY KHOA SL¥ DUNG TRONG LINH VIYC NGAN HANG

National technical regulation on key management used in banking
1. QUY BINH CHUNG
1.1. Pham vi didu chinh

Quy chuan ky thuat qubc gia nay quy dinh cac yéu cau v& quan ly khoa mat ma sty dung ky
thuat mat ma phi d6i x(bng 8& bdo mat d» ligu trong linh virzc ngan hang bao gbm: Sinh khoa
bi mat dung dé li&n lac gitra hai thirc thé bang co ché thoa thuan khoé va dan xuét khoa, sir
dyng ky thuat mat ma phi déi xng; sinh khoa bf mat cho mét thyc thé bdi thwe thé khac
béng co ché truyén khoé st dung mat ma phi déi xng; van chuy&n khoa céng khai ctia mét
thire thé dén mét thyre thé khac bang dwdng truydn cé bao vé; quy dinh v& quan ly st dung
khoa mat ma an toan.

Quy dinh vé tao khoa, ding ky khoa, thu hdi, cai dat, khoi phuc va cac van dé thugc quan ly
khoa khac khéng thudc pham vi didu chinh cla quy chuan nay.

1.2, Ddi twong ap dung
Quy chuan nay 4p dung dbi véi cac doanh nghiép kinh doanh s&n pham, dich vu mat ma dan

st trong ITnh virc ngdn hang; céc td chire tin dung (ki quy tin dung nhan dan co s& cb tai

san duwéi 10 ty, td chive tai chinh vi mé) s dung s&n pham, dich vy mat ma dan su.

1.3. Taj liéu vién dan

- TCVN 7817-3:2007 (ISO/IEC 11770-3:1999) Cong nghé théng tin — Ky thuat mat ma -
Quan ly khéa — Phan 3: Céc co ché sir dung k¥ thuat phi d6i xirng.

- ISO/EC 11770-3:2015 Information technology — Security techniques — Key management
— Part 3: Mechanisms using asymmetric technigques.

- Recommendation for Pair-Wise Key Establishment Schemes Using Discrete Logarithm
Cryptography, SP B00-56A Revision 2, National Institute of Standards and Technology,
May 2013.

- Recommendation for Random Number Generation Using Deterministic Random Bit
Generators, NIST SP 800-90A Rev. 1, National Institute of Standards and Technology,
June 2015, (Khuyén céo cho bé sinh $6 ngéu nhién str dung b sinh bit ngdu nhién tét
dinh, NIST SP 800-90A Rev. 1, Vién tiéu chuln va céng nghé quéc gia (My), thang 6 ndm
2015).

1.4. Giai thich t ngi¥

Trong Quy chudn nay, céc tlr ngl dudi Gay dwoc hiéu nhu sau:
1.4.1.

Thoéng tin khdng thugc pham vi bi mat nha nwéc

La théng tin khong thude néi dung tin “tuyét mat”, "toi mat* va “méat” dwoc quy dinh tai Phap
Iénh Bao vé bf mat nha nwée ngay 28 thang 12 nam 2000.

14.2,
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Mat ma

La nhixng quy téc, quy wéc riéng dung dé thay ddi hinh thirc bidu hién théng tin nham bao
dam bi mat, xac thiyc, toan ven clia néi dung thdng tin.

1.4.3.
Mat ma dan sw

La ky thuat mat ma va san pham mat ma duoc st dung dé bao mat hodc xac thuc d6i véi
thong tin khong thudc pham vi bf méat nha nwéc.

1.4.4.
San pham mat ma dan sw

L4 cac tai liéu, trang thiét bj ky thuat va nghiép vu mat ma dé bao vé thong tin khdng thudc
pham vi bi mat nha nwée.

1.4.5.

Ky thuat mat ma

La phwong phap, phrong tién cé (rng dung méat ma d& bao vé thdng tin.

1.4.6.

Ma hba

Phép bién ddi (kha nghich) di liéu bdi thust todn mat ma dé tao ra ban ma, tirc 1a gidu ndi
dung théng tin cha d liéu.

1.4.7.

Giai ma

Phép toan ngwoc véi phép mé héa twong tng.

1.4.8.

Ma phi db6i xirng

Hé thdng dwa trén ky thuat mat ma phi d6i x»ng, trong d6 phép bién ddi cong khai duoc siv
dung @& ma hda, phép bién doi bi mat dwoc si» dung dé gidi ma.

1.4.9.

Ky thuat mat ma phi @i xirng

Ky thuat mat ma phi déi xirng st dung hai phép bién ddi lién quan dén nhau, phép bién doi
cdng khai (droc xac dinh bdi khda céng khai) va phép bién ddi bl mat (dwgc xac dinh bdi

khéa riéng). Ca hai phép bién dbi nay c6 tinh chat la cho biét phép bién ddi cong khai, vé& mat
tinh toan khéng thé cé kha nang xac dinh dwgc phép bién ddi bi mat.

1.4.10.
Thé khoa

Théng diép quan ly khoa dwoc glvi tir mét thue thé téi mét thire thé khac trong qua trinh thuec
hién mot co ché quan ly khoa.
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1.4.11,

Van chuyén khoa

Tién trinh truy&n mot khoa tlr mdt thire thé dén m6t thire thé khéc véi bao vé thich hep.
1.4.12.

Xac thwe thwe thé |an nhau

Sy xAc thye gitra hai thye thé ddm bao vé dinh danh ctia m8i thue thé.
1.4.13.

Xac thwe khoa tir thwe thé A dén thyc the B

Dam bao cho B réng chi ¢ A 1a thyc thé s& hivu khoa dung.
1.4.14.

Xac thwe khoa hai chidu

Bam bao xac thirc khoa tir A dén B va tir B dén A.

1.4.15.

Xac nhan khoa tir A dén B

Dam bao cho thuc thé B I thyc thé A s& hiru khoa dung.
1.4.16.

X4c¢ nhan khoa hai chiéu

Dam bao xac nhan kho4 tir A dén B va tiy B dén A.

1.4.17.

Thiét lap khoa

Qua trinh dam bao sy kha dung mét khoa bi mat diing chung cho mét hodc nhidu thirc thé.
Thiét lap khoa bao gdm thoa thuan khoz va van chuyén khoé.

1.4.18.
Thoa thuan khoa

Tién trinh kién tao mdt khod bi mat diing chung gita hai thic thé theo cach ma khéng ¢b
bé&n nao ¢c6 thé dinh trvée gid tri cho khoa

1,5. Cac ky hisu
ID,, 1Dz Bijnh danh clia cac thycthé A va B
Certy  Chirng chi kho4 cong khai clia thyc thé X
F(h,g) Ham thda thuan khéa
HASH Ham bam

DH Diffie-Hellman



len(x)
nlen

(ne)
(n,d)

#(E)

X(P)

n(P)
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Menezes-Qu-vanstone
Khéa bi mat cho hé mat déi xtrng
Khéa bi mat chia sé gitra hai thue thé A va B
Thong bao théa thuan khéa duwoc glri bdi thue thé A sau giai doan xtr ly i
S6 ngau nhién dwgc sinh trong qué trinh thie hién cha mét lvoc dd.
Tép cac phan ti c6 thé char
Ham tao chir ky st dung khéa riéng cta thype thé X
Ham kiém tra chi ky cla thuc thé X
Phép nbi hai phan t& dir liéu véi nhau
86 nguyén nhd nhat |én hon ho#c bang sb thuc x
Do dai s6 nguyén x tinh bdng bit
B dai modulo n tinh theo bit
Khoa céng khai theo RSA
Khoa riéng theo RSA
D6 dai s6 nguyén té p trong bai toan logarit rdi rac
D dai sé nguyén tb g trong bai toan logarit réi rac
Uéc nguyén té cla p — 1
Céap hay lvc lvong ciia dwdng cong elliptic £
Bac cda diém sinh G
Hoanh 36 x cta diém P trén dréng cong elliptic £
Céac ddng thira s6 dugc tinh theo céng thivc h = #E/m
Thira sb phy trong phép nhan ddng thira s6 1 = h~mod m

Phép bién ddi diém P trén dudng cong E thanh sb nguyén
n(P) = (X(PYmod2/#/?) 4 2¢/2 p = [log,n]
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2. QUY DINH KY THUAT
2.1. Cac yéu clu ddi v&i giao thire thoa thuan va van chuyén khoa

Pidu nay quy dinh céac giao thirc thiét |ap khod bi mat dung & ma de lidu dworc trao dbi gitva
hai thyc thé A va B, van chuyén khoa bl mat tir thire thé 4 sang thye thé B, van chuyén khoa
cdng khai cla thuc thé 4 sang thic thé B.

Pé thiee hién giao thire, mdi thue thé X ddm bdo céac diéu kién sau:

- 8& hiru c3p khoa dé ky va kiém tra chi ky (Sy, Vy) duwoc co quan tham quydn cap dudi
dang chirng thw sé Certy.

- Sir dyng mét cap khod cong khai d& ma hoa (Ey, Dy) dwoc quy dinh tai Diéu 2.7 clia Quy
chuan nay.

- St{r dung chung v&i thiee thé thir hai ham thoa thuan khoa F 1&a mét trong hai ham duwoc
xac dinh tai Bidu 2.2.2, mét ham dén xuét khod KDF dwoc quy dinh tai Didu 2.4 cha Quy
chudn nay va mét ham kiém tra mat ma MACy,, duvdi dang ham bam dwoc quy dinh tai
Didu 2.2 clia QCVN 5 : 2016/BQP Quy chudn ky thuat quéc gia v& Che ky s6 str dung
tfrong linh vire ngan hang.

- M&i thue thé duoc tiép can cac khod céng khai cla thie thé kia theo co ché van chuyén
khoa céng khai tai Biéu 2.6.

2.2. Giao thirc thda thuan khéa st dung ky thuat mat ma phi déi xirng trén truwdng hivu
han

Thoa thusn khoa bl mat gitra hai thiee thé 4 va B dwoc thyc hién qua 5 bwée:
Buwéc 1-4. Hai bén thoa thuan bi mét chia sé K,p.

Buwéc 5. Hai bén str dung ham dan xuét khod KDF duec quy dinh tai Didu 2.4 dé thiét lap
khoa bi méat chung K.

Lugc dd thod thuan khod bi mat chia sé K,z dwoc thé hién trén Hinh 1.
2.2.1 Glao thire

Bwé&e 1. Kién thiét thé khoa (A1): Thwe thé 4 sinh mét gid tri ngdu nhién va bi mat r, thude
H, tinh F(ry, g). kién thiét thé khod KT, va gli t&i thuc thé B:

KT4q = F(r4,9) |l Textl

Bwée 2. Xiv ly thé khoa va Kién thiét khoa (B1): Thuc thé B sinh mét gia tri ngdu nhién va
bi mét rp thudc H, tiép do tinh F(rg, g), rdi tinh khéa bi mat ding chung:

Kap = F(15, F(14,9))
Tiép theo, thue thé B tao thé khod KT, dwoc ky nhu sau:
KTay = Sp(DBy) | MACy , (DBy) Il Text3
trong do
DB, = F(rg,g) | F(rs,g) Il ID, Il Text2
va gt nguoc tréy lai cho thire thé A.
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Kién thiét
thé khda
(Al) Xur 1y thé
khéa va kién
thiét khod
B1

Xt ly thé'
khoél va kién
thiét khoa

Xir ly thé
khod
(B2)
—

Hinh 1: Giao thirc thoa thudn khoa bi mat chia sé K,

Bwéc 3. Xir ly thé khoa (A2): Thuwc thé A kiém tra chiv ky cla thic thé B trén thé khod KT,
b&ng cach st dung khoa kiém tra cong khai cia B, kiém tra dinh danh phan biét cia A va gia
tri F(rs, g) da duoc glvi & Buwde 1 (A1), Néu qua trinh kiém tra thanh cong thi thyc thé 4 sé
tinh khéa bi mat dung chung la:

Kyp = F(14,F(r3,.9))
Thuc thé A lai st dung khéa bi mat dung chung K, Gé kiém tra gid tri kiém tra mat ma
MACy . (DB;). Sau d6 thyre thé 4 tao thé khoa KT, duece ky nhu sau:

KTAZ = SA(DBz) " MACKAB(DBZ) " TextS
trong do

DB, = F(r,,g) | F(rs, g) Il IDg || Text4
va glvi thé nay té&i thyre thé B.
Bwéc 4. Xiv Iy thé khoa (B2): Thyc thé B kiém tra chit ky cha thuc thé A trén thé khod KT,
st dung khoa kiém tra cong khai clia 4, sau d6 kiém tra dinh danh phan biét clia B va kiém
tra cac gia trj F(r,, g),va F(rg, g), xem c6 phu hgp v&i cac gia tri dwge trao ddi & céc buéce
trir¢re hay khong. Néu qua trinh kidm tra thanh céng thi thyc thé B sé& kidm tra gia tri kiém tra
mat ma MACy, ,(DB,) bang cach tinh:

Kap = F (14, F(r8.9))

Buwérc 5. Thiec thé A va thwc thé B tinh khoa bi mat chung K
Céc thie thé A va B sir dung ham dan xuét khoa tai Diéu 2.4 dé tinh khoa

K = KDF(K,p, Otherinput)

9
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Trong dé OtherInput chira cac dinh danh [Dy, IDgcla A,B va cac thong tin khac do A va B
thoa thuan.

CHU THICH: Céc tredng Textl, Text2, Text3, Text4, Text5 |4 nhikng trerdng d liéu chira
chirng thi s6 clia A va B, va c6 thé mat sb thang tin khac nhu tem thai gian, dinh danh phién
lién lac, v.v..)

2.2.2. Ham thoa thuan khoa
2.2.2.1. Ham thoa thuan khoa DH
Cho tredng hitu han nguyén t6 F,, ky hiéu tap H = {1,...,p — 2}; g la phan t& sinh thudc ham
thoa thuan khoa Diffie-Hellman (DH) dwgc xac dinh theo cong thikc:
F(h,g)=g" heH
CHU THICH: V&i ham thoa thuan DH thi thé khoa KTy, ¢ dang :
KT4 = g™ |l Texty

2.2,2.2, Him thoa thuan khoa MQV
- (a,A);(b,B) 1& c8p khoa phi dbi xirng tinh cia Ava B, A = g%, B = g°
- (6,X),(7Y) 1A c&p khoa phi d6i xirng tlc thdi cla A va B, X =g*,Y =g¥, d=2'+

(Xmod 2'),e = 2! + (Y mod 2),1 = \p|/2, 1 40 dai p tinh bang bit, F(x, g) = (YB*)**4* =

(XAd)y+eb
2.3. Giao thire thoa thuan khoa sir dung mat ma trén dwong cong elliptic
2.3.1. Giao thirc DH
Bwoc 1. Kién thiét thé khoa (A1)
Thie thé A chon ngdu nhién va bf mat s6 r, thugc khoang {2, ...,m — 2}, tinh r,G, kién thiét
thé khoa KT, = r,G va glvi cho B.
Buwdc 2, X li thé khoa va kién thiét thé khoa (B1)
Thuyc thé B kiém tra thé khoa KT, cé phai 1a diém nim trén dudng cong Elliptic hay khéng
(kiém tra theo tiéu chuan ISO/IEC 15946-1). Thyc thé B chon ngdu nhién va bf mat r, thude
khoang {2, ...,m ~ 2}, tinh 736, tinh bi mat chia s& K, = (r31)(hKT,;), kién thiét thé dwoc ky
hiéu KTgy:

KTgy = Ss(DBy) | MACk,,(DBy) V&i DBy = r5G [ KTyy Il ID4 Il Textl
va glvi cho A.
Bwéc 3. X li thé khoa (A2)

Thirc thé A kim tra chik ky ctla B trén thé khod KTy, st dung khod kiém tra céng khai ctia B.
Néu st dyng lwgre dd chir ky cd khéi phuc ban r thi viéc kidm tra bao gdm ca viéc khdi phuc
khéi dir liéu DB, tlr chiv ky va kiém tra liéu dinh danh phan biét clia A va gia trj 7,6 c6 chira
trong DB, khéng. Néu st dung chir ky cé dinh kém ban rd thi viéc kiém tra bao gbm ca viéc
thiét ké lai khéi di¥ liéu DB; st dung gid tri trong KTy, dinh danh phan biét cla 4, gié tri nhan
dwoc rgG va kidm tra chi ky trén khdi di lisu nay.
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Tiép d6 thye thé A kiém tra, liéu gid trj 756 nhan dwoc tir KTg, c6 phai A didém trén dwdng
cong elliptic hay khong (kiém tra theo tiéu chudn ISO/IEC 15946-1). Néu dung thi A4 tinh khoa
Ch'a Sé KAB == (rA.l)(h. TBG).

S dung Kyp, thue thé A kiém tra MACy,,(DB;). Tiép d6 A thiét ké thé khoa cé ky hidu
KTy, = S4(DBy) | MACy o (DB,) & day DB, = 1,G I 756G || B || Text2 (DB, = 146 |l 756G (| 1Dy |l
Text2) va glvi cho B.

Bwérc 4. X |i thé khoa (B2)

Thuc thé B kiém tra chi¥ ky clia A trén thé khod KT, biing cach st dung khoé kiém tra céng
khai clia A. Néu str dung so' db chiy ky c6 khdi phuc ban ré thi diéu nay bao gém ca vigc khdi
phuc khbi dev liéu DB, tr ch¥ ky va kiém tra dinh danh phan biét cla B, cac gia tri r,G va rz6
c6 chiva trong khoi nay khang. Néu st dung chik ky c6 dinh keém ban 16 thi viéc kiém tra bao
gdm ca viéc thiét ké lai khdi dir liéu DB, st dung cac gia tri trong KT,;va KTy, dinh danh
phan biét ctia B va kiém tra chir ky trén khéi di liéu nay.

Néu viéc kidm tra thanh cong thi thic thd B kidm tra MACy,,(DB,) st dung khoa chia sé
Kyp = (rpl)(hKTy;).
Bwéc 5. Thiét lap khoa bi mat K
Thuc thé A va B si dung ham dan xuat kho& KDF tai Didu 2.4 dé thiét |ap khoa bi mat.
K = KDF(K,g, Otherinput).
2.3.2, Thoa thuin khoa MQV
Bwoc 1. Thiét ké thé khoa (A1)

Thuc thé 4 chon ngéu nhién va bi mat 86 1, thudc khodng {2,...,m =2}, tinh 1,6 va kién thiét
thé khod KTy, = r4G va gl cho thyc thé B.

Bwéc 2. Kién thiét thé khoa (B1)

Thuwe thd B kidm tra thé KTy, c6 phai [a diém trén dudng cong elliptic (kiém tra theo tiéu
chuln ISO/IEC 15946-1:2016). Thuwc thé B chon ngau nhién va bi mat sé ry thudc khoang
{2,...,m=2} , tinh r5G , thiét ké thé khod KTy, = 3G, tiép d6 tinh khoa bi mat chia s Kys:

Kig = ((rp + m(KTgy)dg). [)(h. (KTsy + m(KT41)P4))

Tiép 86 B tinh K = KDF(K,g) V& gli fir5 (2 KTaq, KTpq) gUi MACK (2, KTy, KTyy) cho A cling
v&i thé khoda K Tg;.

Bwée 3. Kién thiét thé khoa (A2)
Thyc thé A tinh khoa bi mét chia sé :
Kap = ((rs + m(KTyy)dn). 1) (h. (KTgy + 11(KTp1)Pg))
va kiém tra MACy (2, KTuq, KTg1)
Tiép A6 A tinh MAC, (3, KT,y, KTy )va glvi cho B.
Bwdrc 4. Kiém tra (B2)
Thye thé B tinh MAC, (3, KTy, KTg,) va kiém tra thire thé A.
2.4. Ham dan xuit khéa KDF
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2.4.1. Ham din khoa 1
Dang thirc cia KDF

KDF(Z, Otherinput) trong d6 Otherinput |la keydatalen va OtherInfo (cac dai lwgng nay
dwgc giai thich vé sau).

Céc gia trj ¢é djnh:

hashlen: s6 nguyén chi d6 dai dau ra (theo bit) ciia ham bdm duoc st dung dé dan xuét ra
cac khbi clia di¥ liéu khda bi mat.

max_hash_inputlen: s& nguyén c6 gia tri la dd dai I&n nhét (theo bit) ctia (céc) chudi bit dau
vao cta ham bam,

Cac ham bé tro:

H: la ham bam dwoc chap thuan 1a ham bam dwoc quy dinh tai QCVN 5 : 2016/BQP Quy
chuén ky thuat quéc gia vé Chi ky sb str dung trong linh viec ngan hang.

Dau vao:
Z: Chudi byte bi mat chia sé truéec.

keydatalen: s6 nguyén chi d6 dai (theo bit) clia di lieu khoa bi mat dwoc sinh ra;
keydatalen can nhd hon hodc bdng Hashlen x (232 — 1)

OtherInfo: Chuéi bit sau:
AlgorithmlID||PartyAInfo||PartyBinfo{||SuppPubInfo}{||SuppPrivinfo}
trong d6 cac trwedng con dwgre dinh nghta nhw sau:

- AlgorithmID: Chubi bit chi ra cach thirc phan tach di¥ liéu khéa da dvoc dan xuét ra va dir
lidu khéa dwoc dan xuédt sé dwoc sl dung cho nhirng thuat toan nao. Vi du, AlgorithlID co
thé chi ra rling cac bit 1-80 duoc dung la 80-bit khéa cho HMAC va céc bit 81-208 dwec
dung la 128-bit khéa cho AES.

- PartyAlnfo: Mét chudi bit chra cc thong tin cdng khai dwoc yéu cau bdi &ng dung sbv
dung ham KDF dwoc déng gbp bdi bén A trong qué trinh dan xuét khéa, O mirc téi thidu,
PartyAinfo chira ID, la dinh danh bé&n A. Xem chi y phan dwéi.

- PartyBinfo: M6t chudi bit chira cac thang tin cong khai dwec yéu ciu bdi rng dung st dyng
ham KDF duwoc déng gép bdi b&n B trong qua trinh dan xuét khéa. O mirc tdi thiéu,
PartyVInfo chiva IDg 1a dinh danh bén B. Xem chtt y phan duwéi.

- (TOy chon) SuppPubinfo: Mét chubi bit chira cac théng tin cdng khai bd sung cd hai bén
cuing biét (mutual-known)

- (Tuy chon) SuppPrivinfo: Mét chudi bit chira thang tin bl mat bd sung ca hai bén cang biét
(mutual-known)

(Vi du, mdt khda bi mat déi xrng chia sé trwde dwoce truyén théng qua mdt kénh riéng biét)
Thuét toén:
1. Tinh reps = [keydatalen/hashlen].
2. Néu (reps > 232 — 1) thi ABORT: chi thi |8i va dirng.
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3. Khéi tao bd dém chudi bit 32-bit big-endian counter bdng 000000014

4, Néu counter||Z||OtherInfo cb 36 dai I&n hon max_hash_inputlen thi chi thi 16i va
dirng lai.

5.Vong lap véii = 1dén reps, thec hién :

5.1. Tinh Hash; = H{counter||Z||Otherinfo).

5.2. Tang counter |1&n 1 (modulo 23?), x{ ly né duwdi dang sé nguyén khéng am 32-bit.

6. LAy Hash 14 Hash,.ps néu (keydatalen/hashlen) 1a sb nguyén, ngeoc lai 1y sb
lwgng (keydatalen mod hashlen) bit bén trai cua doan d@ liéu Hashy.ps.

7. LAy DerivedKeyingMaterial = Hash, || Hashy||.... ||[Hashyeps—1||Hhash
Dau ra:

Chubi bit DerivedKeyingMaterial cb 34 dai keydatalen bit (ho#c théng bao 18i). Thuat toan
KDF tao ra d@ liéu khda c6 d6 dai lén nhat 14 hashlen x (232 — 1). Bt ky 1&1 goi ham KDF
nao trong treéng hop st dung gia tri keydatalen Ion hon hashlen x (232 — 1) sé dan t&i chi
thj 16i va dirng ma khdng cho ra DerivedKeyingMaterial. Bat ky & goi ham KDF nao diing
dé bam mot chudi bit cd 3§ dai 1én hon max_hash_inputlen clng sé din t&i thong bao 161 va
dirng ma khong xuét ra DerivedKeyingMaterial.

Cha y:

a) /D, va IDg sé duoc biéu dién trong Other/nfo 1a hai don vj thong tin riéng ré.

b) Bén A sé& (a bén kh&i tao va bén B cé thé Ia bén tra 16i cla giao thirc s¥ dung lwgc db
théa thuan khéa dwoc dung dé xac dinh khoa bi mat chia sé trvdce Z.

2.4.2, Ham din xuét khoa 2

Ky hiéu hashlen chi d% dai dau ra clia ham hash dwogc chon va maxhashlen Ja 46 dai dau
vao circ dai cua ham hash.

Pau vao
Dau vao clia ham dan xuat khoa la
- Z X&au bit Ia bi méat chia sé.
CHU THICH: Giao thtrc thod thuan khoa s& dung mat ma trén dwdng cong elliptic dan xuat
ra khod bi mat chia s& K, hodc dwéi dang mét diém trén dwong cong elliptic hodc duwdi
dang ghép hai diém. Trong trwéng hop thir nhat, dé cé durec khoa mat chia sé Z lam dau
vao cho ham dan xuét khoa thi phai ap dung ham = d& chuyén diém trén dwdng cong elliptic
thanh s6 nguyén va tlr d6 chuyén sang xau bit. Trong trwéng hop thir hai &p dung ham =
cho c3 hai diém dé duoc hai s6 nguyén z,, z,; hai s6 nguyén nay sau d6 duoc bién déi thanh
cac xau hit va dvgc ghép lai véi nhau.
- Keydatalen S6 nguyén biéu thj 36 dai tinh bang bit cGa di liéu khoa dwgc tao ra, nhé hon
dai lwong hashlen x (232 — 1)
- (Tuy chon) Xau bit SharedInfor gém mét di¥ liéu nao d6 dugce hai thie thé diing chung
nham chia sé bl mat Z.
Thudt toan
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Ham dan xuat khoa duwerc tinh nhu sau:
1. Khéi déng bd dém 32-bit 00000001 (Hé thép luc)
2.Vong l8p vé&ii = 1 dén j = [keydatalen/hashlen] thyc hién:
- Tinh Hash; = H(Z |l counter || Sharedinfo)
3. Tang gid tri bd dém
4, Tang {
5. Gia slv HHash; biéu thj HHashy khi Keydatalen/hashlen |a s6 nguyén va biéu thi
(Keydatalen(hashlen x (j —1))) bit bén trai nhét clia Hash; trong tredng hop nguoc lai
6. D&t Keydata = Hash, | Hash, || -+ | Hashy_, | HHash;
Dau ra
La d@ liéu khod & dang x4u bit c6 d6 dai bAng keydatalen.

CHU THICH: Lwu y 14 ham din xuét khod tao ra di¥ liéu khoé c6 dé dai nhd hon hashlen x
(232 — 1) bit. BAt ki woc do ndo goi ham din xuét khoa cho x4u bit 1én hon hodc bang
hashlen x (232 — 1) bit s& cho ra théng bdo “I&i" va dirng lai. Twong ty, tAt cd@ ham dan xuat
khoa dwoe goi ra khdng bam céac xau bit c6 8 dai Ién hon maxhashlen. Bat ki lwgc dd nao
goi ham din xuat khoa b3m céc x8u bit cd 6 dai Ién hon maxhashlen d&u cho ra thdng bao

Ty

“16i” va dirng lai.

2.5. Glao thirc van chuyén khéa bl mat

Pidu nay trinh bay giao thirc van chuyén khod bi mat, mot khoa dwoc truyén tir thyc thé A
sang thirc thé B va m6t khoa dworc truyén tir thire thé B sang thyec thé A.

Bwdc 1. Kién thiét thé khoa (A1): Thic thé A tao ra mét thé khéa KT,; bao gbm madt s6
ngéu nhign r, va mot trwdng dir liéu tly chon Textl rdi giri né cho thue thé B:

KTAI =Ty " Textl

Bwéc 2. Ma khéa khoi khoéa (B1.1): Thue thé B cdé mét khda K va mudn gtvi mét cAch an
toan cho thyrc thé A, Trwéc hét B tao ra khoi d@ liéu khéa bao gébm dinh danh riéng biét cua
bén glri B, khéa Ky va trwéng di ligu thy chon Text2, Thiee thé B ma héa khdi d@ liéu khoa
nay bang phép ma c8ng khai E, clia 4, thu dwoc khéi ma:

BE]_ = EA(]DB " KB " Teth)
Bwée 3. Kién thiét thé khoéa (B1.2): Thuwe thé B tao ra mét khoi thé khoa bao gom dinh
danh riéng biét ciia bén nhan 4, mét sb ngdu nhién r, nhan dwoc & brdc 1, mot sb ngau

nhién m&i rs (tly chon) do B tao ra, khoi da ma BE; va mét trudng di liéu ty chon Text3.
Tiép d6, B tién hanh ky khéi d& liéu thé bang phép ky bi mat clia minh va gt két qua cho A:

KTy =Sg(rg I 74 Il ID4 || BE; |l Text3) Il Text4

Bwéc 4. Kiém tra thé khéa (A2.1): Thiec thé A st dung phép kiém tra cdng khai clia bén glbi
Vs @& kiém tra cht ky sO clia thé khda nhan dwgc KTy,. Tiép d6 A kidm tra dinh danh riéng
biét A va kiém tra gié trj nhan duwoc r, xem cd khép véi sd ngau nhién nhan dwgc & Buéc 1
(A1) hay khéng.
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Bwéc 5. Giai ma khéi khda (A2.2); Thuc thé A tién hanh gidi ma khéi BE; bing phép gidi
ma bi mat D, ctia minh. Tiép d6, A kiém tra dinh danh riéng biét clia bén givi B. Néu tat ca
lan kiém tra déu thanh céng thi A ch&p nhan khéa K.

Bwéc 6. Ma khéa khoi khéa (A2.3): Thie thé 4 cb6 mot khéa K, mudn glvi cho B mét cach
an toan. Treéc hét, A tao ra khéi ol liéu khéa bao gém dinh danh riéng biét clia bén givi A,
khoa K, va tredng div lidu tly chon TextS. Tiép dén, A ma héa khoi dir liéu khéa nay bang
phép ma cong khai Es clia B & dwec khdi ma:

BEZ = EB(IDA " KA " TextS)

Bw&c 7. Kién thidt thé khoéa (A2.4): Thyc thé A tao ra mot khéi thé khda bao gom dinh
danh riéng biét cia bén nhan B, mét s6 ngdu nhién rado 4 tao ra budc 1 (A1), mét sé ngu
nhién m&i rs do B tao ra & (B1.2), khéi 43 ma BE, va mét triedng d@ lidu tly chon Text6. Tidp
d6, A tién hanh ky khéi d@ liéu thé bang phép ky bi mat clia minh va gtvi két qua cho B:

KTAZ = SA(rA " s " ]DB " BEZ " Text6) " Text7

Bwéce 8. Kidm tra thé khoéa (B2.1) Thuc thé B st dung phép kiém tra cong khai clia bén gl
V, d& kiém tra chir ky sb clia thé khéa nhan duwoc KT,,. Tiép d6 B kiém tra dinh danh riéng
biét B ca minh va kiém tra gid tri nhan duvoc ry xem cé khop véi sé ngiu nhién & Buroc 3
(B1.2) hay khang. Ngoai ra, B ciing kiém tra gia tri ngau nhién nhan duvoc ry xem cd khép
véi sé ngdu nhién & Buéc 1 (A1) hay khéng.
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=

Kién tao thé Kz
khoa (A1) KTar
v M3 héa kh6|
| K, \ k‘rléa (B1.12
Kién tao the
khéa (B1.2)
KTsi
Kiém tra thé
khéa (A2.1)
Gidi m3 khéi
khoa (A2.2)
M3 héa khoi
khéa (A2.3)
Kién tao thé
khéa (A2.4)
KTaz
Kiém tra thé
3 khda (B2.1)
Ks Gidi m3 khi
khéa (B2.2)

Bwéc 9. Giai mia khdi khda (B2.2): Thue thé B tién hanh gidi ma khbi BE, bang phép giai
mé bi mat Dg ctia minh. Tiép d6, B kiém tra dinh danh riéng biét coa bén givi A. Néu tat ca

A 4

(<]

Hinh 2 — Co ché van chuyén khéa bi mat

phép kiém tra déu thanh céng thi B chap nhan khoa K.

CHU THICH: Trong tinh huéng chi c6 mdt b&n gi¥i khoa bl méat cho bén kia, chdng han thyc
thé B muén chuyén khod bi mat Ky cho A4, thi chi can thire hién giao thive trén tor brdc 1 dén

bwdce 5.

2.6. Giao thirc van chuyén khoa céng khai

Diéu nay trinh bay hai giao thirc truyén thong tin khéa cong khai tir mét thyc thé 4 dén mot
thire thé B. Giao thirc thir nhét (giao thir 2.6.1) khéng st dung bén thi ba tin cay, theo giao
thirc nay dé& kiém tra tinh toan ven va ngudn gdc cla théng tin khéa cdng khai, hai thic thé
sl dung mét ham bam duoc quy dinh tai QCVN 5 : 2016/BQP. Giao thirc thiy hai (giao thirc

16




QCVN 6 : 2016/BQP

2.6.2) gia thiét la chirng thi khoé céng khai hop 1& Cert, cia A dwoc clp bdi bén thiy ba tin
céy |a To chirc chirng thwe va clp chirng chi kho4 céng khai CA, theo giao thirc nay thirc thé
B c6 thé truy cap vao ban sao c6 xac thirc clia phép kidm tra khoa cdng khai ca td chire
nay.

2.6.1 Giao thirc van chuyén khoa céng khai khéng str dung bén thir ba tin cay

Giao thirc gdm bén bwéde va dwee minh hoa trén Hinh 3.

Kién tao thé
khéa (A1) KT a
. Tiép nhan thé
Kién tao thé khéa (B1)
kiém tra (A1) KT
------------------------ »
Kiém tra thé
kho (B1)

Hinh 3: Co ché vin chuyén khéa céng khai

Bwéc 1. Kien thiét thé khéa (A1): A tao ra mot thé khda KT,; bao gém thong tin khéa cong
khai ctia A va gt¥i dén cho B:

KTa = PKI, | Textl

Buwéc 2. Tiép nhan thé khéa (B1): B tiép nhan dugc thé khoa, trich |y théng tin khéa céng
khai PKI,. Ho3c B sé thuwe hién kiém tra khoa kiém tra cla A hodc sé lwu triv nd & noi tranh
dwoc gid mao phuc vu dé cho lan kiém tra sau hodc sé sir dung.

Buwdc 3. Kién tao thé kiém tra (A2): A tinh toan gia tri kiém tra hash(PK1,) dbi véi thong tin
khéa cong khai cia minh va gi gia tri kiém tra nay cung v&i cac dinh danh tly chon riéng
biét clia A va B roi glri dén thyc thé B st dung mot kénh truyén cd xac thye va déc lap ther
hai (vi du k&nh truyén dién bao hodc dwong truyén thw dang ky treée).

KT,, = A |l B | hash(PKI,) |l Text2

Bwéc 4. Kiém tra thé khoéa (B2): Diya vao thong tin thé khda nhan duoc KT,,, B ¢b thé tay
chon kiém tra dinh danh riéng biét clia A va B, tinh todn ra gia trj kiém tra trén théng tin khoa
céng khai ctia A nhén dwoc tir thé khéa KT,; va so sanh vai gia tij kiém tra nhan duwoc ti thé
khéa KT,,. Néu két qua kiém tra thanh céng thl B lay khdéa céng khai clia A dwa Ién danh
sach cac khba dang hoat ddng (danh sach nay duoc bdo vé chéng lai si gia mao),

2.6.2 Giao thirc van chuyén khoa céng khai str dung bén thi» ba tin cay
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Giao thirc gém hai buéc va dwgce minh hoa trén Hinh 4.

Kién tao thé
khéa (A1)

KTai

v

Kiém tra ching
chi (B1)

Hinh 4 — Co ché van chuyén khéa céng khai 2

Bwdrc 1. Kién thiét the khoa (A1): Thyc thé A tao ra mdt thé khoa KT, bao gbm chirng chi

khéa coéng khai ca A va gtti né cho B:

KT, = Certy || Text

Bwérc 2. Kidm tra chirng chi (B1): Dya trén thong tin nhan duwec vé chirng chi khda cong
khai, B st dung phép kiém tra cong khai V., cia CA dé kiém tra tinh x&c thiee cia théng tin

khda cang khai va kidm tra ca tinh hgp 1& déi véi khoa cdng khai clia A,

2.7. Quy dinh ki thuat cho cac tham s6

2.7.1. Quy dinh vé ngudn ngiu nhién

Cac sb ngau nhién dwoc sl dyng cho cac muc dich khac nhau nhu @& sinh cac tham sé mat
ma, cac khoa mat mé, cac gia trj ngdu nhién ding mét }an va cac gia tri thach d6 xac thuc.

Mdt s& bd sinh bit ngiu nhién tat dinh DRBG duoc chap thuan dé st dung theo quy dinh

chung bao gém: HASH_DRBG, HMAC_DRBG va CTR_DRBG.

Cé&c bo sinh bit ngéu nhién RBG tuan theo SP800-90A phién ban stra ddi lai ndm 2015 dé

sinh bit ngAu nhién cing dwc chap thuan dé st dung tiép.

2.7.2. Quy djnh d4i v&i tham sb RSA

2.7.2.1. Cac yéu cau chung

1. S m cbéng khai e can phai dwoc chon véi cac rang budc sau:
a) Sé m0 cong khai e can dwoc chon tréce khi tao sé mi bl mat d;
b) S mii cong khai e can phai la s6 nguyén duong 18 sao cho

65537 <e < 2nlen—253curx’ty_strength
J -—

Véinlen a d6 dai cua modulo n theo bit.

Chl y réng e ¢6 thé la gia trj bat ky thod man rang budc 1(b); p va g s& dwoc chon (trong

muc 2) sao cho e la nguyén té ciing nhau véi ca (p — 1) va (g = 1).
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2. Hai 86 nguyén té p va g duoc tao nglu nhién va git» bi mat can phai dwoe chon véi cac
rang buéc sau:

a) (p— 1) va (g — 1) cAn phai nguyén té cung nhau véi sé mi céng khai e;

by M&i mét trong bén sb (p + 1), (p — 1) va (g + 1), (g — 1) cén phai cé cac nhan tir
nguyén 6 16n hon 25ecurity_5tr9ngth+20;

¢) Nhan tlr nguyén td bf mat p, ¢ c&n phai dwoc chon ngau nhién ti cac sé nguyén té thoa
man (ﬁ)(z(n!en/z)—l) <g<ps< p{nlen/2) __ 1;

d) |P _ql > 2(nlen/2-100)‘

3. S6ma bi mat d can phai droc lwa chon sau khi tao p va g véi cac rang budc:

a) S mii d can phai ién hon 2(nten/2) v

b) d=e*mod (LCM((p - 1),(q — 1)))

(Chi tiét vé ham tao cac tham s6 RSA c6 thé tham khao trong tai lieu FIPS 186-4: Digital
Signature Standard)

2.7.2.2. Quy dinh ngwéng gia tri cho tham sé theo th&i han si¥ dung

e
2020 Ip] = 1536
2030 Ip] = 2048
| Sau 2030 Ip| = 3072

2.7.3. Hé mat dwa trén Logarit r&vi rac DL
Tham s6 cla hé mat dya trén bai toan Logarit roi rac trén triedrng htu han F, 1a bd :

(»,9,9), trong d6 p 1a dac sb cla trrong E,, g |4 bac clia nhém F*(p) va 14 wéc cla p — 1
thod man cAc diéu kién sau:

-p,q 1asb nguyén tb
- P& dai cva p, g dwgce cho duwéi bang sau:

Nam b6 dai p Po dai g
Dén 2020 [p| = 1536 lg] = 192
Dén 2030 lp| = 2048 lg| = 224
~ Sau nam 2030 lp] = 3072 lg] = 256

2.7.4. H¢ mét ECC
2.7.4.1. Quy dinh vé céic khéa
Kiém tra tinh hop I ctia cac tham sb mién (p,SEED, a, b, G, n, h) nhu sau:
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Xau SEED dung dé sinh ngau nhién dwdng cong Elliptic xac dinh trén tredng F, voi p la sb
nguyén té 1.

Trwdce khi st dyng mdt bd tham sd mién, tinh hop 1& cla né phai dwoc kiém tra theo thuat
toan duwéi day:
1. Kiém tra p 12 mot sb nguyén 6 1.
Kidm tra a, b, x5, 5 Ja cac phan t cia trwong F,.
Kiém tra ring a va b duoc dn xuat tvong ng tly SEED.
Kiém tra (4a® + 27b2) khac 0 va j(E) # 0;1728 trong F,
Kiém tra yZ = x& + ax; + b trong F,.
Kiém tra n 2 nguyén té va n > 4.,/p.

Kiém tra nG = Og.

® N oA e N

Kiém tra dwong cong cé thudc danh sach cac dwdng cong yéu:

a. Thoa man didu kien MOV, (chu y rng mot dwdng cong thod man didu kién
MOV sé khdng phai 1a dudng cong siéu bién)

b. Kiém tra duwdng cong khdng ki di, nghia 1a #E # p.
Néu bat ky sy kidm tra nao & trén that bai thi tham s6 midn phai dwoc xem la khéng hop 1é.

Diéu kien MOV dwoc hidu 1a khdng cé gia tri k nguyén dwong ndo 0 < k < B dé cho p* -
1 chia hét cho n. Trén thwe hanh hién nay |p| = 224 bit thi ngudi ta xét véi B = 15 (4 dl vi
khi @6 |p¥| = 3360 > 2048,

Cac hé s6 a,b cta dudng cong dwoc sinh ngdu nhién trén E, tir du vao SEED va co thé
kiém tra dwoc.

Khéba bl méat d phai dwore sinh ngdu nhién trong khoang [1,n - 1].

Pudng cong Elliptic xac dinh trén truéng hitu han F, voi toi thiéu |p| = 224 bit va duoc xac
dinh cy thé nhw sau:

Po dai bitclian P dai bitctia p
224 - 255 Ip| = 224
256 - 383 p| = 256
384 - 511 |p| = 384

2512 lp| = 521

|
bai lvgng Cofactor dwge @inh nghta va ky higu 1 h = #E(F,)/n tudn theo bang duwéi Gay:

Do dai bitcuan Gia tri h cwe dai cho phép

224 - 255 214
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256 - 383 216

384 - 511 22

> 512 232

2.7.5. D6 an toan theo bit quy doi giira RSA, DL va ECC
Po an toan ECC RSA DL

112 224 2048 2048
128 256 3072 3072
192 384 7680 7680
256 512 15360 15360
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3. QUY DINH VE QUAN LY

3.1, Cac mirc gidi han ciia dic tinh ki thuat mat ma va yéu cau quan ly khdéa mat ma néu tai
Quy chudn nay Ia cac chi tiéu chat lwong phuc vy dwge quan ly theo quy djnh v& quan Iy
chat lwong san pham, dich vy mat ma dan sy duoc quy dinh tai Luat An toan théng tin mang
ngay 19 thang 11 nam 2015.

3.2. Hoat ddng kiém tra chat lwgng san pham mat ma dwoc co quan quan ly nha nwédc cé
tham quyén tién hanh dinh ky hang nam hoac d6t xuat.

3.3. Quan ly str dyung khéa mat ma:

Céc loai khoa mat ma phai dwoc lap thanh danh muc va&i viec mé ta chi tiét muc dich st
dung, thoi han st dung.
Pam bao st dung khoa diing muc dich dwoc quy dinh (chdng han khoa diing @& ma cac
khoa khac khong dwoc st dung d& ma hoa di lidu), khdng st dung khoa da hét han st
dung hodc huy khod trvéc thdi han dam bao kha ning gidi ma khi di lieu hét thdi han
bdo mat. Khong cung cap khéa cho ngwdi nhan khéng cé tham quyén.
Khoa mat mé phai dwoc bao vé chc‘)ng lai cac moi nguy co nhw bj 10 (ngoai trir cac khoa
cong khai), stra ddi, pha hly va tai s dung. Viéc bao vé phai thirc hién subt ca vong doi
clia khoAd. Myc tiéu bao vé phai phiu hop véi tieng loai khoa. Ddi véi khoé céng khai can
dam bao tinh toan ven va tinh kha dung, d6i véi khoa bi mat phai dam bao day di ca ba
tinh chat; bi mat, toan ven va kha dung. Bao vé khoa phai két hgp déng bé céc gidi phap
bing ky thuat mat ma, phwrong tién vat Iy va phrong tién td chive dé tao ra mdt ving an
toan dé cat gitr khoa, st dung khoa va thirc thi thuat toan mat ma:

+ Khoé phai dugc Iwu tre trong mat thiét bj lwu trr an toan tach biét (dwoe goi 1a vat
mang khoa nhw HSM, thé Token hay thé théng minh) d& dam bao khoa duerc lwu trir
va trong tac véi cac thuat todn méat ma an toan. Trong tredng hep vat mang khoa la
mé-dun an toan phan ctrng HSM, yéu cau an toan tdi thidu mere 3, truding hop vat
mang khda |4 thé Token hay thé thong minh, yéu ciu an toan tdi thiéu mdc 2 (mére an
toan dwere quy dinh tai TCVN 11295:2016 (ISO/IEC 19790:2012) Céng nghé thong tin
— Cac ky thuat an toan — Yéu cau an toan cho md-dun mat ma),

+ Trwdng hop khoa lwu trir & dang mém can st dung ky thuat mat ma dé bao vé (Tuén
thil theo cac quy dinh tai QCVN 4 : 2016/BQP va QCVN 5 : 2016/BQP).

+ Tredng hop hé théng khod duoc td chire theo cau tric phan cap, cAc khoa ciing tang
chi dwoc dung d& bdo vé khoa & tAng ké tiép. Khoa chl, tirc khod & tang cao nhét,
phai dvoc bao vé biing cach chia ra nhidu thanh phin va mdi thanh phan dwoc bao
vé riéng. Bién phap nay nham chdng nguy co khoa bj 16 tir bén trong néi bd.

Viéc huy khoa phai dam béo huy bd dugc tht ca cac bdn ghi khoa, bao gbm ca cac ban

sao di phdng, sao cho khong thé khoi phuc dwrgc bat ki théng tin khoa nao di béng bét

ki phirong tién nao. Ddng thdi khdng dé bat ki khoa nao bj huy bé tredc thdi han nham
dam bao kha nZng gidi ma khi di liéu hét thei han bao mat.

Néu khoa bj tdn thwong hoic bj nghi ng® tdn throng hoic cé sw thay ddi chil s& hivu thi

phai thirc hién thu hdi kho4 d& vé hiéu hoa nguy co bild ho3c mat an toan.

Thiét bj Ity trir khod phai dwgc quan ly bdi ngudi sl dyng. Ngudi s dyng cé trach

nhiém bdo quan khoa & vi tri an toan, chéng tiép can trai phép, chéng sao chép hodc b

danh cép. Khéng cung cap khéa cho ngudi khéng c6 thdm quyén.
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4. TRACH NHIEM CUA TO CHUrC, CA NHAN

4.1, CAc td chtrc tin dung (trr quy tin dung nhan dan co s& ¢6 tai san dwdi 10 ty, td chive tai
chinh vi mé) s dyng san pham, dich vu mat ma dan sw cé trdch nhiém dam bao tuan thu
Quy chuan nay va chiu sw kiém tra clia co quan quén ly nha nwéc theo quy dinh.

4.2. Doanh nghiép cung cap san pham, dich vu mat ma dan si cho cac td chirc tin dung (tr
quy tin dung nhan dan co s& c6 tai san dwdi 10 ty, td chirc tai chinh vi mé) ¢6 trach nhiém
thire hién céng bd hop quy san phdm, dich vu mat ma dan sy phi hep véi Quy chuln nay.
Viéc cong bd hop quy thie hién theo Théng tw sé 28/2012/TT-BKHCN ngay 12 thang 12
nam 2012 cua B6 Khoa hgc va Cang nghé.

4.3. Cuc Quan ly mat ma dan sy va Kiém djnh san phdm mat ma — Ban Co yéu Chinh ph
cé trach nhiém tiép nhan dang ky céng bd hop quy, thwe hién quan Iy, hwéng dan va kiém
tra viéc cong bd hop quy.

5. TO CHUYC THYC HIEN

5.1. Cyc Quan ly mat ma dan sy va Kiém dinh sadn phdm mat ma — Ban Co yéu Chinh phd
co trach nhiém hwéng dan, t6 chire trién khai quan ly ky thuat mat ma cla Quan ly khéa theo
Quy chuén nay.

5.2. Trong trwdng hop cac quy dinh néu tai Quy chuan ky thuat qudc gia ndy coé sy thay dbi,
bd sung hodc dwoc thay thé thi thire hién theo quy dinh tai van ban méi./.
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